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Introduction

As more companies transform their IT infrastructures with 
hybrid cloud services, they require environments that pro-
tect the safety of their intellectual property, such as data 

and business rules. In addition, businesses need a set of hybrid 
cloud services that combines the security and integrity of their 
enterprise computing environment with the economic viability of 
the hybrid computing environment. Welcome to IBM LinuxONE.

LinuxONE is a hardware system designed to support and exploit 
the Linux operating system based on the value of its unique under-
lying architecture. We are in an era where openness is paramount 
to support the needs of corporations. At the same time, in the era 
of cloud computing, businesses need scalability and security to 
support increasingly complex workloads. The business value of 
LinuxONE is that it can be used within a multicloud environment 
to support a range of workloads and a variety of customer scal-
ability requirements.

LinuxONE supports open APIs and Red Hat OpenShift. The open-
ness of the platform means your business can create a hybrid 
environment that can include both on-premises environments 
and public cloud services.

About This Book
IBM LinuxONE For Dummies, 2nd Limited Edition, is designed to 
help you understand LinuxONE as an integrated hardware and 
software environment that supports a hybrid cloud environment. 
This book provides you with an overview of the value of LinuxONE 
when compared to other platforms.
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Foolish Assumptions
The information in this book is useful to many people, but we 
have to admit that we did make a few assumptions about who we 
think you are:

 » You’re already familiar with enterprise and cloud computing 
and need to understand how to enable your company to 
scale in the era of the hybrid cloud.

 » You’re planning a long-term cloud strategy and want to 
understand the value of the private cloud and how it can be 
used to support your business goals.

 » You need to ensure that data is managed in a secure 
manner.

 » You’re a business leader who wants to ensure that you have 
a predictable, secure, and resilient computing infrastructure.

Icons Used in This Book
The following icons are used throughout the book.

This icon highlights important information that you should 
remember.

Tips help identify information that needs special attention. You 
may save money, time, or resources.

This icon points out content that you should pay attention to in 
order to avoid problems.

This icon is reserved for more technical information.
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IN THIS CHAPTER

 » Examining the history and evolution of 
LinuxONE

 » Understanding the hardware of 
LinuxONE

 » Making sure to protect data

 » Looking at scalability, performance, and 
reliability

 » Grasping the LinuxONE ecosystem

 » Seeing LinuxONE in action: Workload 
performance

 » &DVKLQJ�LQ�RQ�WKH�EXVLQHVV�EHQHȴWV�RI�
LinuxONE

Explaining IBM 
LinuxONE

Linux adoption has grown dramatically over recent years, 
expanding from initial use by startups for web servers, into 
its use today for a vast range of enterprise computing work-

loads. These mission-critical applications have in turn placed 
greater requirements on the underlying server hardware for secu-
rity, scalability, and resilience. As more enterprises move to a 
cloud-native architecture, Linux combined with containers and 
Kubernetes has become an invaluable platform to support cloud-
native development and deployment. IBM LinuxONE is an impor-
tant platform to support this DevOps and continuous delivery 
process. Because LinuxONE is based on open source Linux, devel-
opers can use the same tools they’re familiar with in any on-
premises or cloud environment; because of LinuxONE’s 
capabilities, it can safely run development alongside production 
workloads.
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LinuxONE is an enterprise-grade Linux server with a unique 
architecture designed to meet the needs of mission-critical work-
loads. It brings together IBM’s experience in building secure, 
resilient, and scalable systems with the openness of the Linux 
operating system. LinuxONE is a Linux-only platform intended to 
support customers interested in leveraging the open source eco-
system combined with highly secure and highly scalable servers.

Linux has been available on supercomputers for more than a 
decade, so it’s no novice at being the operating system for pow-
erful machines. However, LinuxONE is focused squarely at enter-
prise computing in the era of the cloud. After you understand the 
hardware and software platform of LinuxONE, you can under-
Ĉđ�ê³�đÌº�«ėĈÏêºĈĈ�óĀĀóĄđėêÏđÏºĈ��ê³�«ºêºĸđĈ�óÄ�IÏêėĨ\S"ɐ

In this chapter, we provide an overview of what LinuxONE is 
and how it can be used to support growing requirements in the 
enterprise.

The Evolution of LinuxONE
Over the years, centralized enterprise computers and their work-
loads have taken on many new roles, such as hosting servers 
in client-server applications or hosting the Internet. In the late 
1990s, IBM made the strategic decision to support the Linux 
operating system on its enterprise server architecture.

In 2014, IBM saw a shift in how clients were deploying Linux and 
open source. This was driven by the use and maturity of open 
source software for enterprise application deployments. Clients 
were increasingly looking for scale, performance, availability, and 
security in their Linux servers. Observing this shift, IBM decided 
to build a system to address these requirements.

IBM decided to take existing components from across its Systems 
portfolio and fashion a platform that’s designed to deliver on 
these new expectations for enterprise Linux servers. The Linux-
ONE system was launched in August 2015. With IBM’s acquisition 
of Red Hat in 2019, the LinuxONE platform gained support for 
additional foundational components such as Red Hat OpenShift. 
In parallel, LinuxONE continues to work closely with its other 
Linux Distribution Partners, SUSE and Canonical (Ubuntu).
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The result is a platform that can run cloud-native applications, 
provide enterprise class-leading security, has high enterprise 
server reliability, and can consolidate workloads from many 
smaller servers onto a single integrated LinuxONE machine.

Looking at the LinuxONE Hardware
LinuxONE is currently in its third generation. Named IBM Linux-
ONE III, the platform can be delivered in two models: Model LT1 
and LT2. Both models are designed to support cloud-native devel-
opment and deployment. They support pervasive encryption and 
IBM Data Privacy Passports to protect data at rest and in transit:

 » /7��FDQ�EH�FRQȴJXUHG�LQ�RQH�WR�IRXU�IUDPHV��ΖW�VXSSRUWV�XS�
WR�����SURFHVVRU�FRUHV��UXQQLQJ�DW�����JLJDKHUW]��*+]���XS�WR�
���WHUDE\WHV��7%��RI�5$0��DQG�����GHGLFDWHG�ΖQSXW�2XWSXW�
�Ζ�2��SURFHVVRUV��ΖW�VXSSRUWV�WHQV�RI�WKRXVDQGV�RI�VHVVLRQV�
DQG�PLOOLRQV�RI�FRQWDLQHUV�

 » /7��LV�GHVLJQHG�IRU�PLGVL]HG�EXVLQHVVHV�DQG�LV�WKHUHIRUH�DQ�
HQWU\�SRLQW�LQWR�WKH�/LQX[21(�ΖΖΖ�IDPLO\��7KLV�PRGHO�LV�
GHOLYHUHG�DV�D�VLQJOH����LQFK�IUDPH�VR�WKDW�LW�FDQ�HDVLO\�ȴW�
LQWR�H[LVWLQJ�GDWD�FHQWHUV��ΖW�LV�EDVHG�RQ�WKH�VDPH�WHFKQRORJ\�
IRXQGDWLRQ�DV�0RGHO�/7��DQG�LV�DYDLODEOH�ZLWK�XS�WR���7%�RI�
PHPRU\�DQG�XS�WR����SURFHVVRU�FRUHV��UXQQLQJ�DW�����*+]��
LQVWHDG�RI�����*+]��WR�VXSSRUW�KXQGUHGV�RI�SURGXFWLRQ�DQG�
GHYHORSPHQW�YLUWXDO�PDFKLQHV��90V��LQ�D�VLQJOH�IUDPH�
IRRWSULQW�

LinuxONE processor cores are designed to be more powerful than 
x86 processor cores, through a combination of processor archi-
đºđėĄºɊ� áóÞ� ĈĀºº³Ɋ� �ÌºɊ� óĀđÏèÏį�đÏóêɊ� �ê³� 9ɖ\� óķó�³ÏêÆɐ�
�ÌÏáº�ĈºėĄÏđĩ��ê³�Ĉ�á�«ÏáÏđĩ��Ąº�đÌº�Þºĩ�³ÏĵºĄºêđÏ�đóĄĈ�óÄ�đÌºĈº�
platforms, the hardware also provides reliability and performance 
«ºêºĸđĈ�ÄóĄ�è�êĩ�ÏèĀóĄđ�êđ�áóė³�ģóĄÞáó�³Ĉɐ

Architecting Security into LinuxONE
Security is architected into LinuxONE for both the hardware 
and software. For example, pervasive encryption is designed to 
encrypt all data associated with an application, database, or cloud 
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ĈºĄĢÏºɯɠ�ģÌºđÌºĄ��đ�ĄºĈđ�óĄ� Ïê�đĄ�êĈÏđɐ�zÌÏĈ� áºĢºá�óÄ�ĀĄóđºđÏóê�
is achieved through hardware-accelerated encryption of data, 
delivered with little overhead by the on-chip Central Proces-
sor Assist for Cryptographic Function (CPACF) and the dedicated 
Crypto Express adapter. The availability of this level of encryption 
at scale can make it easier for organizations to meet compliance 
mandates for regulations such as Health Insurance Portability 
and Accountability Act (HIPAA) and Payment Card Industry Data 
Security Standard (PCI DSS).

Security is further promoted by protecting cryptographic keys by 
using a Hardware Security Module (HSM). Protected key encryp-
tion is processed in the CPACF for high speed and stored in an 
6qQɐɯzÌÏĈ�Þºĩ�ºêĄĩĀđÏóê�ºê�«áºĈ� Ä�Ĉđ�ºêĄĩĀđÏêÆ��ê³�³ºĄĩĀđ-
ing of complete disks (volumes) or selected partitions. Logical 
partition (LPAR) isolation, standard on all LinuxONE processors 
for generations, isolates workloads running in partitions to help 
ensure the integrity of applications and data and minimize secu-
ĄÏđĩ�«Ąº�ÌºĈ��ê³�đÌºÏĄ�³�è�ÆÏêÆ�ÏèĀ�đ�«óđÌ�ĸê�êÏ�ááĩ��ê³�đó�
an organization’s credibility.

IBM Hyper Protect Virtual Servers, formerly known as IBM Secure 
Service Containers, adds further security capabilities at a logical 
partition level. Hyper Protect Virtual Servers provides workload 
isolation, restricted administrator access, and tamper protection 
against internal threats, including from systems administrators.

Linux itself provides a comprehensive set of security technolo-
ÆÏºĈɊ�Ïêáė³ÏêÆ�ĸĄºģ�ááĈɊ��iSĈɊ��ė³ÏđÏêÆ�đóóáĈ�đó�ĈėĀĀóĄđ�ĄºÆėá�-
tory compliance, and SELinux, a kernel-based security subsystem. 
,óĄ�èóĄº�³ºđ�ÏáĈ�óê�ĈºėĄÏđĩ�óÄ�IÏêėĨ\S"Ɋ�ÌºÞ�óėđ��Ì�ĀđºĄɯȪɐ

Protecting Data
9ê�óĄ³ºĄ�đó�è�ĨÏèÏįº�³�đ��ĀĄóđºđÏóêɊ�IÏêėĨ\S"�óĵºĄĈ�đģó�ĈºĄ-
vices: IBM Secure Execution and IBM Data Privacy Passports. Both 
đÌºĈº�óĵºĄÏêÆĈ�ÌºáĀ�ĀĄóĢÏ³º���óèĀĄºÌºêĈÏĢº�ģ�ĩ�đó�ĀĄóđºđ�³�đ��
in a distributed environment that spans from LinuxONE to a mul-
ticloud environment.
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Secure Execution
Secure Execution for LinuxONE III is a hardware-based approach 
to security that’s intended to protect sensitive data in use. To 
achieve this objective, it isolates individual on-premises and cloud 
workloads from both internal and external attacks. To accom-
plish data protection, Secure Execution uses a hardware-based 
Trusted Execution Environment that isolates workloads in order 
to restrict access to data. It can process unencrypted memory 
securely without exposing the data to the hosted or other external 
environments. Secure Execution also provides isolation between 
KVM hypervisor hosts and guests in the VMs.

�Ì�ĀđºĄɯȪ�ĀĄóĢÏ³ºĈ�èóĄº�³ºđ�Ïá�óê�qºėĄº�"ĨºėđÏóêɐ

Data Privacy Passports
Data Privacy Passports is designed to support encryption every-
where through a secure service container appliance. To achieve 
this objective, an organization’s security policy can remain active 
and operate on eligible data regardless of where the data resides 
Ïê�đÌº�ºêđºĄĀĄÏĈºɐ��ÌºÞ�óėđ��Ì�ĀđºĄɯȪ�ÄóĄ�èóĄº�ÏêÄóĄè�đÏóêɐ

Scalability and Performance
LinuxONE is designed to be a high-performance machine. With 
its processors, clock speed, I/O bandwidth, and more, LinuxONE 
is designed to operate at near 100 percent utilization. In contrast, 
x86 machines often operate at relatively low utilization levels 
(typically near 50 percent, although case studies show that num-
ber is often lower in practice). In addition, because encryption is 
built into the processor cores in hardware, encryption processing 
doesn’t add high overhead and can also reduce the need for the 
customer to add third-party encryption tools.

LinuxONE systems can scale vertically or horizontally without 
disruptions to running applications. The scalability of LinuxONE 
ÏĈ� ºĶÏºêđ�«º�ėĈº�ĩóė� �ê� Ĉ�áº�ėĀ�ģÏđÌÏê� đÌº� Ĉ�èº�è�ÌÏêºɐ�
This scalability is ideal for “systems of record” workloads, such 
as databases and transaction processing, and reduces the costs of 
scaling workloads. In comparison, to scale out with an x86 sys-
đºèɊ�ĩóėɭĄº�ĄºăėÏĄº³�đó��³³�èóĄº�ĈºĄĢºĄĈ��ê³�³º³Ï�đº�èóĄº�ĹóóĄ�
ĈĀ�ºɊ�è�ê�Æºèºêđ�đóóáĈɊ��ê³�êºđģóĄÞÏêÆɯɠ��êĩđÌÏêÆ��ĈĈóÏ�đº³�
with adding new systems to your environment.
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Reliability
Reliability is a well-known capability of IBM’s unique enterprise 
ĈºĄĢºĄ� �ĄÌÏđºđėĄºɯɠ� ÄóĄ� ºĨ�èĀáºɊ� đÌº� Ä�đ� đÌ�đ� ÏđĈ� ³ºĈÏÆê�Ì�Ĉ�
no single points of failure. LinuxONE inherits these capabilities, 
including component redundancy to allow the machine to con-
tinue when a single component fails. This feat is possible because 
maintenance and repairs can be performed concurrently while the 
machine is still running workloads.

The LinuxONE Ecosystem
zÌº�IÏêėĨ\S"�ºêĢÏĄóêèºêđ�ÏĈ�³ºĈÏÆêº³��Ĉ���ėêÏĸº³�ĈĩĈđºè�«�Ĉº³�
on the Linux operating system combined with the most impor-
tant open source services, ranging from databases to manage-
ment tools. Therefore, IBM has marshaled key open source and 
industry software for LinuxONE systems, including Python, Go, 
Swift, Java, and other languages; MongoDB, PostgreSQL, Apache 
Spark, Node.js, Hadoop, and other tools, including Linux contain-
ers, Chef, and Puppet. A critical part of the LinuxONE ecosystem 
is support for Red Hat’s Kubernetes platform, OpenShift. Red Hat 
\ĀºêqÌÏÄđ�ÌºáĀĈ�đó��ºáºĄ�đº��ºĢ\ĀĈ��ê³�đĄ�êĈÄóĄè�đÏóê�ºĵóĄđĈ�
across Linux-based on-premises and cloud environments. This 
support for Red Hat OpenShift means that workloads can be man-
�Æº³��ê³�èóĢº³��ĄóĈĈ�IÏêėĨ\S"�999��ê³�áóė³�ºêĢÏĄóêèºêđĈɯɠ�
connecting on-premises and cloud ecosystems.

These technologies work seamlessly on LinuxONE, just as they do 
on other hardware platforms, requiring no special skills. Because 
of its open source heritage, LinuxONE can operate both in the 
traditional data center or as a private cloud platform. Linux-
\S"� ĄėêĈ� đÌº� ºêđºĄĀĄÏĈº� IÏêėĨ�³ÏĈđĄÏ«ėđÏóêĈɯɠ�mº³�6�đɊ� q�q"Ɋ�
�ê³��«ėêđėɯɠ��Ĉ�ģºáá��Ĉ�óèèėêÏđĩ�º³ÏđÏóêĈɊ�Ïêáė³ÏêÆ��ºêđ\qɊ�
Debian, Fedora, and OpenSUSE.

,óĄ� èóĄº� ÏêÄóĄè�đÏóê� óê� đÌº� IÏêėĨ\S"� ºóĈĩĈđºèɊ� ĹÏĀ� đó�
�Ì�ĀđºĄɯȯɐ
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Workload Performance of LinuxONE
zÌº�ėêÏĸº³�Āá�đÄóĄè�óÄ�IÏêėĨ\S"�ÏĈ�³ºĈÏÆêº³�đó�ĈėĀĀóĄđ�³ºè�ê³-
ing performance requirements in the enterprise. While we could 
ÆÏĢº�ĩóė�óėêđáºĈĈ�ºĨ�èĀáºĈ�óÄ�đÌº�«ºêºĸđĈ�óÄ�đÌÏĈ�áºĢºá�óÄ�ĀºĄÄóĄ-
mance, in this section, we describe four use cases where custom-
ºĄĈ�«ºêºĸđ�ÄĄóè�đÌº�ģóĄÞáó�³�ĀºĄÄóĄè�êºɐ

Support for large high-performance 
databases
Many databases use sharding or other scale-out mechanisms 
«º�ėĈº�đÌº�³�đ��ÏĈ�đóó�á�ĄÆº�đó�ĸđ�óê���ĈÏêÆáº�è�ÌÏêºɐ��º�ėĈº�óÄ�
the scalability and performance of LinuxONE, a massive database 
�ê�óÄđºê�ĸđ�óê���ĈÏêÆáº�IÏêėĨ\S"�è�ÌÏêºɐ�iºĄÄóĄè�êº�ÏĈ�óÄđºê�
ÏèĀĄóĢº³�«º�ėĈº�ºĢºĄĩđÌÏêÆ� ÏĈ� Ïê� đÌº� Ĉ�èº�ĈºĄĢºĄɯɠ��ĢóÏ³ÏêÆ�
the overhead of additional communications and coordination, 
the latency from gathering results, and the application changes 
required with a scale-out approach.

Support for large number of containers
LinuxONE systems have been enabled for Linux containers, 
Kubernetes, and Red Hat OpenShift with integrated management. 
Supporting high numbers of containers is key for businesses that 
service a large number of enterprise customers in areas such as 
đºáºóèèėêÏ�đÏóêĈɊ�áóė³�ĈºĄĢÏº�ĀĄóĢÏ³ºĄĈ�ɞ�qiĈɟɊ��ê³�ĸê�êÏ�á�
institutions.

Support for blockchain
Blockchain is a technology for creating distributed, secure led-
gers that represent the history of transactions and life cycle of 
things (Bitcoin is the best-known application of blockchain). 
�áóÞÌ�Ïê�ÏĈ��ê�Ï³º�á�đºÌêóáóÆĩ�đó�Ąėê�óê�IÏêėĨ\S"ɐɯ9đ�ĄºáÏºĈ�óê�
data encryption and decryption, and LinuxONE’s hardware cryp-
tography is designed for superior performance at scale. When the 
size of a blockchain network or the size of the ledger gets huge, 
IÏêėĨ\S"ɭĈ�è�ĈĈÏĢº��Ģ�Ïá�«áº�m�Q�ĈđÏáá��ááóģĈ�ĢºĄÏĸ�đÏóê�óÄ�đÌº�
ledger to occur in memory for optimal performance. Check out 
�Ì�ĀđºĄɯȭ�ÄóĄ�èóĄº�ÏêÄóĄè�đÏóê�óê�«áóÞÌ�Ïêɐ
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Support for DevOps
LinuxONE is an important platform to support the DevOps pro-
cess. Because LinuxONE is based on open source Linux, developers 
can use the same tools they’re familiar with in any on-premises 
or cloud environment and can safely run development alongside 
production workloads.

7KH�&XVWRPHU�%HQHȴW�RI�/LQX[21(
One of the consequences of the movement to hybrid cloud is 
the need to have performance, resilience, scalability, security, 
and manageability as the foundation. The cloud has brought the 
imperative of elasticity and security to the forefront of how busi-
nesses are supporting their customers, suppliers, and  partners. 
You can no longer assume that you can estimate the capac-
ity you’ll need a year in the future. While you can continue to 
add individual servers, management and security concerns are  
holding back businesses from achieving their goals. Ironically, 
IÏêėĨ\S"ɯɠ�«�Ĉº³�óê�óêº�óÄ�đÌº�áóêÆºĈđ�á�ĈđÏêÆ��ĄÌÏđºđėĄºĈ�Ïê�
đÌº�Ïê³ėĈđĄĩɯɠ�Ì�Ĉ�ºèºĄÆº³��Ĉ�óêº�óÄ�đÌº�èóĈđ�ÄóĄģ�Ą³ɢÄóėĈº³�
platforms to support change.



CHAPTER 2  IBM LinuxONE as a Secure Platform      11

These materials are © 2021 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

&KDSWHUb2

IN THIS CHAPTER

 » Knowing why you need a secure platform 
to protect your data

 » Seeing the LinuxONE approach to 
security

 » Understanding the ability to encrypt all 
your data

 » Using Secure Execution for Linux

IBM LinuxONE as a 
Secure Platform

Security must be at the center of any IT platform. If critical 
business data is compromised or customer data is leaked, 
your business’s reputation may be damaged, and you may 

face regulatory and legal consequences. Likewise, if corporate 
³�đ�� ÏĈ�ºĨĀóĈº³Ɋ�ĩóė�ĄÏĈÞ� đÌº�Ì�êº�óÄ� áóĈÏêÆ�ĈÏÆêÏĸ�êđ� Ïêđºá-
lectual property.

When you’re considering an infrastructure platform, you need 
to understand the security features inherent to the platform, 
both in the cloud and on premises. In this chapter, we discuss 
how the IBM LinuxONE system incorporates many security 
capabilities.
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Why You Need a Secure Platform
Initially, corporate management assumed that regulatory com-
pliance and audits would be enough to protect your company’s 
data. However, many security risks come from third-party mali-
cious attacks. Management now understands that with the advent 
of cloud computing many of the risks may be out of their direct 
control.

Businesses are concerned about cybersecurity threats to the 
information that is the lifeblood of their relationships with their 
customers and partners. More and more data resides in a hybrid 
cloud environment, and applications are designed to manage data 
and provide collaboration between customers and partners.

We are not just talking about data stores here. Instead, data is 
embedded in spreadsheets, documents, applications, and data-
bases on premises and in the cloud. At one point, the Chief Secu-
ĄÏđĩ�\ĶºĄ�ɞ�q\ɟ�è�ĩ�Ì�Ģº�Ì�³�³ÏĄºđ�óêđĄóá�óĢºĄ�Ìóģ�ĈºėĄÏđĩ�
was handled. However, increasingly, distributed data and appli-
�đÏóêĈ�è�Þº�Ïđ�³ÏĶėáđ�ÄóĄ�đÌº��q\�đó�óêđĄóá�đÌÏĈ�óèĀáºĨ�Ĉºđ�
of services. At the same time, security is now a major concern 
of business management. Management needs to report to share-
holders that security is being managed at the highest level.

UNDERSTANDING CONFIDENTIAL 
COMPUTING
$�QHZ�PRYHPHQW�LQ�WKH�LQGXVWU\�KDV�LQWURGXFHG�WKH�FRQFHSW�RI�FRQȴ-
dential computing. The term FRQȴGHQWLDO�FRPSXWLQJ refers to protection 
of data in use and is a key pillar of data protection. It uses hardware-
EDVHG�WHFKQLTXHV�WR�LVRODWH�GDWD��VSHFLȴF�IXQFWLRQV��RU�DQ�HQWLUH�DSSOL-
cation from the operating system, hypervisor, or virtual machine (VM) 
manager, and other privileged processes. The Linux Foundation hosts 
WKH�&RQȴGHQWLDO�&RPSXWLQJ�&RQVRUWLXP��RI�ZKLFK�Ζ%0�LV�D�PHPEHU��WR�
GHȴQH�LQGXVWU\�ZLGH�VWDQGDUGV�IRU�FRQȴGHQWLDO�FRPSXWLQJ�DQG�WR�SUR-
PRWH�WKH�GHYHORSPHQW�RI�RSHQ�VRXUFH�FRQȴGHQWLDO�FRPSXWLQJ�WRROV��
7KH�IRFXV�RI�FRQȴGHQWLDO�FRPSXWLQJ�LV�WR�VWRUH�GDWD�LQ�D�WUXVWHG�HQYL-
ronment. LinuxONE supports protection of data in use, as well as data 
at rest and data in motion within the system.
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A common misconception exists that when a business entrusts its 
data and applications to a cloud provider it is no longer respon-
sible for security. But in fact, the business remains responsible 
for keeping track of this highly distributed data, including who’s 
allowed to access the data and whether regulations are adhered 
to. To be successful at protecting your assets, there needs to be a 
partnership between the cloud vendor and the security manage-
ment team.

IBM’s Approach to Security  
with LinuxONE

9ê��Ì�ĀđºĄɯ ȩɊ�ģº� ³ÏĈėĈĈ�Ìóģ�IÏêėĨ\S"� ÏĈ� ³ºĈÏÆêº³� đó� ĈėĀĀóĄđ�
industry-standard Linux. LinuxONE provides customers with 
a combination of a highly scalable standards-based platform 
designed with security at the core. Security is built in at the low-
ºĈđ�áºĢºáĈ�óÄ�đÌº�Āá�đÄóĄè�ÄóĄ�IÏêėĨ\S"ɐɯqºėĄÏđĩ�ÏĈ��đ�đÌº�Ìº�Ąđ�óÄ�
helping businesses to protect their assets at the most sophisti-
cated level possible. This approach requires a sophisticated tech-
nique of protecting the integrity of data at rest, in motion, or in use 
called Cloud Hyper Protect Services. This service can be deployed 
ºÏđÌºĄ�óê�IÏêėĨ\S"�óĄ�Ïê�đÌº�áóė³��Ĉ���ĈºĄĢÏº�ɞĈºº��Ì�ĀđºĄɯȬ�ÄóĄ�
èóĄº�³ºđ�ÏáĈ��«óėđ�9�Q��áóė³�6ĩĀºĄ�iĄóđºđ�qºĄĢÏºĈɟɐ�9èĀóĄđ�êđ�
technologies for ensuring this level of protection are delivered 
through IBM Hyper Protect Services, which employs pervasive 
ºêĄĩĀđÏóêɊ� 6�Ą³ģ�Ąº� qºėĄÏđĩ�Qó³ėáº� ɞ6qQɟɊ� �ê³� 9�Q� qºėĄº�
Service Container as underlying technologies for data protection.

Pervasive encryption
Pervasive encryption can automatically encrypt data both at rest and 
Ïê�ĹÏÆÌđ��ê³�³óºĈêɭđ�ĄºăėÏĄº��ĀĀáÏ�đÏóê�Ì�êÆºĈɐ�zÌÏĈ��ĀĀĄó�Ì�
enables companies to encrypt all their data by default with little 
compute overhead.

\êº�óÄ�đÌº�«ºêºĸđĈ�óÄ�đÌº�IÏêėĨ\S"�ĈĩĈđºè�ÏĈ�đÌº�ºĨđºêđ�óÄ�đÌº�
security services. Because of the architecture of LinuxONE, secu-
rity is pre-integrated at every level of the hardware and software 
stack. LinuxONE-based security is designed to encrypt data in 
bulk. Therefore, it is possible to encrypt all the data associated 
with an application or a database at one time.
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Providing encryption of everything and at every level is in stark 
contrast to the way encryption is typically approached. Most 
companies only encrypt a small amount of data, leaving the vast 
majority of data completely unencrypted. All the unencrypted 
data is at risk of being leaked by mistake or stolen by a criminal. 
On the other hand, when all the data is encrypted, even if it’s 
exposed to people outside of your organization, it will be mean-
ingless without the encryption key.

Traditionally, encrypting all your data required a large amount 
of compute and time overhead; however, the LinuxONE platform 
Ì�Ĉ�³º³Ï�đº³�Ì�Ą³ģ�Ąº�ĈĀºÏĸ�ááĩ�đėêº³�ÄóĄ�ºêĄĩĀđÏóêɐ�zÌº�óêɢ
chip encryption co-processor is on every compute chip next to the 
main processor.

Hardware Security Module (HSM)
LinuxONE can also include CryptoExpress adapters, which sup-
port high-speed encryption as well as provide an HSM for securely 
storing and protecting encryption keys. These CryptoExpress 
adapters are protected using a tamper-responsive hardware envi-
ronment that self-destructs encryption keys if it senses an attack.

Explaining Data Privacy Passports
IBM Data Privacy Passports is a capability available on LinuxONE 
III service that’s deployed on IBM Hyper Protect Virtual Servers. 
It’s designed to protect eligible data after it leaves its source and 
travels throughout the enterprise and into distributed and hybrid 
cloud environments. This solution focuses on the security of data 
itself rather than the security of networks, hardware, or software, 
in order to reduce vulnerabilities that exist with point-to-point 
data protection.

Before data leaves the system of record, the Data Privacy Pass-
ports component known as the Passport Controller provides pro-
tection, enforcement, policy, and key management. The goal of 
Data Privacy Passports is to ensure that privacy is maintained and 
managed based on policy as eligible data is moved from its source 
such as a system of record to other systems, including a variety of  
clouds. The objective is to provide transparent end-to-end data 
level protection and privacy. It achieves this goal by encrypting 
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eligible data based on corporate rules and compliance require-
ments. Data Privacy Passports is designed so data access can be 
either granted or revoked in order to maintain control, and you 
can do so even after the data has left its source. This is especially 
important when data moves from the system of origin in order to 
conduct sophisticated analysis of data.

To execute on this process, Data Privacy Passports secures SQL-
based structured data sources that are accessed via Java Database 
�óêêºđÏĢÏđĩ� ɞE���ɟ� �i9Ĉɐ� zÌº� ĀóáÏĩ� ÆóĢºĄêº³� «ĩ� đÌº� i�ĈĈĀóĄđ�
�óêđĄóááºĄ� �ááóģĈ� º�Ì� ĀºĄĈóê�� đó� Ì�Ģº� �� ³ÏĵºĄºêđ� ĢÏºģ� óÄ� đÌº�
same table, based on its need to know. And policies can be set 
accordingly. Data owners may see all data in the clear, whereas 
others will see it either enforced, like masked value or encrypted 
as a Trusted Data Object.

Setting up Data Privacy Passports has two critical stages:

1. 7KH�V\VWHP�DGPLQLVWUDWRU�LQVWDOOV�DQG�FRQȴJXUHV�WKH�
Hyper Protect Virtual Server hardware and software.

At this stage, the data owners identify which data needs to be 
protected.

2. 2QFH�LGHQWLȴHG��WKH�VHFXULW\�DGPLQLVWUDWRU�VHWV�XS�WKH�
policy for Data Privacy Passports based on which users 
have authorization to access the data under what 
conditions.

At this stage, the system administrator activates the approval 
policy and connects the policy to the source and target 
databases.

Seeing the Value of Secure  
Execution for Linux

While existing techniques can provide extensive protection of 
³�đ��Ïê�ĹÏÆÌđ��ê³�³�đ���đ�ĄºĈđɊ�ĀĄóđºđÏêÆ�đÌº�đÌÏĄ³�Ĉđ�đºɯɠ�³�đ��Ïê�
ėĈºɯɠ�ÏĈ�đÌº�êºģ�ÄĄóêđÏºĄɐ�iĄóđºđÏêÆ�³�đ��ģÌÏáº�Ïê�ėĈº�Ì�Ĉ�«ººê�
a challenge so far because applications need to have data that’s 
unencrypted, or not protected, in order to run computations. 
zÌÏĈ�ĀóĈºĈ���ĈÏÆêÏĸ�êđ�ĈºėĄÏđĩ� ÏĈĈėº�«º�ėĈº�đÌÏĈ�đĩĀº�óÄ�³�đ��
remains exposed in memory and can be exploited by malware or 
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óđÌºĄ�đÌĄº�đ�ĢºđóĄĈ�đó�Ĉđº�á�ÏêÄóĄè�đÏóêɐ�zÌº��óêĸ³ºêđÏ�á��óè-
puting Consortium is an industry-wide movement to help protect 
data while it is in use through the implementation of hardware-
«�Ĉº³�đºÌêÏăėºĈ�ĈėÌ��Ĉ�zĄėĈđº³�"ĨºėđÏóê�"êĢÏĄóêèºêđĈ�ɞz""ɟɐ

IBM Secure Execution for Linux is a LinuxONE exclusive TEE tech-
êóáóÆĩ�đÌ�đɭĈ�«ėÏáđ�Ïêđó�đÌº�Ì�Ą³ģ�Ąº��ê³�ĸĄèģ�Ąº�óÄ�đÌº�ĈĩĈđºèɐ�
9đ�ÏĈ�³ºĈÏÆêº³�đó�ĀĄóđºđ�đÌº�óêĸ³ºêđÏ�áÏđĩ��ê³�ÏêđºÆĄÏđĩ�óÄ�³�đ��
�ê³�ó³º�Ïê�ėĈº�ɞ³ėĄÏêÆ�ĄėêđÏèºɟɐ��êºêĄĩĀđº³�³�đ���ê³�èºèóĄĩ�
while in use can now be securely processed in a protected exe-
cution environment, often termed an enclave. Secure Execution 
óĵºĄĈ�ģóĄÞáó�³� ÏĈóá�đÏóê��ê³��ºĈĈ� ĄºĈđĄÏđÏóêĈ� đó�ÌºáĀ�ºêĈėĄº�
that other compromised guests or malicious administrators don’t 
have access to your sensitive workloads. Secure Execution can 
help provide a highly secure and trustworthy hosting solution for 
enterprise ready multi-tenant workloads on premises or in the 
cloud and hybrid environments.

The value of Secure Execution is that it can help mitigate some 
of the data exposure concerns that many organizations have 
expressed when approached with the idea of moving their most 
sensitive workloads to the cloud. Secure Execution can maintain 
óêĸ³ºêđÏ�áÏđĩ� �ê³� ÏêđºÆĄÏđĩ� ÄóĄ� ³�đ�� Ïê� ėĈºɊ� ĄºÆ�Ą³áºĈĈ� óÄ�ģÌó�
may own or have access to the machine on which the software 
is running. By protecting data in use, the last pillar of data secu-
rity, Secure Execution makes it possible to run sensitive work-
loads more securely even on untrusted or malicious infrastructure 
and help you move one step closer to realizing a Zero-Trust 
environment.
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IRUbΖ%0�/LQX[21(

TÌº�Þºĩ�³ÏĵºĄºêº�«ºđģººê�9�Q�IÏêėĨ\S"��ê³�óđÌºĄ�IÏêėĨ�
ĈĩĈđºèĈ�ÏĈ�đÌ�đ�IÏêėĨ\S"ɭĈ�Ì�Ą³ģ�Ąº�ÏĈ�ºêÆÏêººĄº³�đó�óĵºĄ�
³Ą�è�đÏ�ÏèĀĄóĢºèºêđĈ�Ïê�ĀºĄÄóĄè�êºɊ�ĈºėĄÏđĩɊ��ê³�ĄºáÏ-

�«ÏáÏđĩɐ�9ê�Ā�ĄđÏėá�ĄɊ�IÏêėĨ\S"��ê�Ĉ�áº�ėĀ�đó�Ì�ê³áº�á�ĄÆº�³�đ�-
«�ĈºĈ� ģÌºê� óèĀ�Ąº³� đó� óđÌºĄ� �ĀĀĄó�ÌºĈɐ� zÌº� Āá�đÄóĄè� �áĈó�
ºê�«áºĈ�đÌº�óêĈóáÏ³�đÏóê�óÄ�èėáđÏĀáº�³�đ�«�Ĉº�ĈºĄĢºĄĈ�óêđó���ĈÏê-
Æáº�ĈĩĈđºèɐ�zÌºĈº�Ì�Ą³ģ�Ąº��³Ģ�êđ�ÆºĈ�Ąº�đº�đÌº�óĀĀóĄđėêÏđĩ�đó�
Ąėê� ³�đ�«�ĈºĈ� óê� �� ĈÏêÆáº� Ĉ�áºɢėĀ� IÏêėĨ\S"� è�ÌÏêº� Ą�đÌºĄ�
đÌ�ê�èėáđÏĀáº�Ĉ�áºɢóėđ�ĈºĄĢºĄĈɐ�zĄ�êĈÏđÏóêÏêÆ�ÄĄóè���Ĉ�áºɢóėđ�đó�
�� Ĉ�áºɢėĀ� ĈđĄ�đºÆĩ� ÌºáĀĈ� óĄÆ�êÏį�đÏóêĈ� ÏêĄº�Ĉº� ĀºĄÄóĄè�êºɊ�
�ÌÏºĢº�ÌÏÆÌºĄ�ėđÏáÏį�đÏóêɊ��ê³�Ąº³ėº�óĈđĈɐ

9ê�đÌÏĈ�Ì�ĀđºĄɊ�ģº�ĀĄóĢÏ³º��ê�óĢºĄĢÏºģ�óÄ�IÏêėĨ\S"��ê³�ģÌĩ�ÏđɭĈ�
ģºáá� ĈėÏđº³� đó� ĄėêêÏêÆ� á�ĄÆº�³�đ�«�ĈºĈɐ��º��áĈó�³ÏĈėĈĈ��ê� 9�Q�
ĀĄó³ėđ�³ºĈÏÆêº³�đó�³ºĀáóĩ��ê³�èóêÏđóĄ�ĈºėĄº�³�đ�«�ĈºĈ�Ïê�đÌº�
áóė³ɐ
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Scaling LinuxONE and Databases
\ĄÆ�êÏį�đÏóêĈ�Ì�Ģº�óĀº³�ģÏđÌ�á�ĄÆº�ĢóáėèºĈ�óÄ�³�đ��ÄóĄ�³º�³ºĈɊ�
«ėđ�đÌº�Ì�ááºêÆº�ÏĈ�ºĨ�ºĄ«�đº³�«ĩ�đÌº�ºĢºĄɢÏêĄº�ĈÏêÆ�Ģóáėèº�óÄ�
«ÏÆ�³�đ��đÌ�đɭĈ��ĀĀáÏº³�đó��³Ģ�êº³��ê�áĩđÏĈ�ĀĄó«áºèĈ��đ���è�Ĉ-
ĈÏĢº�Ĉ�áºɐ�zÌÏĈ�Ą�ĀÏ³�³�đ��ÏêĄº�Ĉº�ĄºăėÏĄºĈ�ĈÏÆêÏĸ�êđ�ĀĄóºĈĈ-
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Scale up, not out
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ĨȰȮ�è�ÌÏêºĈɐ�,óĄ�ºĨ�èĀáºɊ���ĈÏêÆáº�9�Q�IÏêėĨ\S"�999�ĈĩĈđºè�ÏĈ�
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Database scalability
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Consolidating databases
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LinuxONE as a Database Platform
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IN THIS CHAPTER

 » Understanding the role of Red Hat 
OpenShift

 » Explaining IBM Cloud Paks

 » Introducing IBM Cloud Hyper Protect 
Services

IBM LinuxONE as a Cloud 
Platform

Businesses are turning to hybrid cloud as a way to manage 
their workloads to support customers and partners. One 
solution to support all workloads and business situations 

doesn’t exist. Both corporations and cloud service providers 
ɞ�qiĈɟ� �Ąº� ºĢ�áė�đÏêÆ� �� êºģ� ÆºêºĄ�đÏóê� óÄ� áóė³� óĵºĄÏêÆĈ� �Ĉ� ��
solution. In this chapter, you explore IBM Cloud Pak Solutions and 
Red Hat OpenShift in combination with IBM LinuxONE in a hybrid 
cloud environment. LinuxONE can be deployed in a variety of 
cloud use cases, including in the IBM Cloud as the foundation for 
IBM Cloud Hyper Protect Services or IBM Blockchain Platform.

The Role of Red Hat OpenShift  
Container Platform

The foundational layer of the IBM hybrid cloud platform is pro-
vided by Red Hat OpenShift. Red Hat OpenShift is platform agnos-
tic, runs on multiple clouds and architectures, and has been 
available for IBM LinuxONE since early 2020. Red Hat Open-
Shift Container Platform is built on Kubernetes and enables new 
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cloud-native applications to be developed and existing appli-
cations to be modernized. These new and modernized applica-
đÏóêĈ��Ąº�³ºĈÏÆêº³�ÄóĄ�ÌÏÆÌ�ĀºĄÄóĄè�êº��ê³�ÄóĄ�đÌº�ĹºĨÏ«ÏáÏđĩ�đó�
respond to customer and market changes. Applications built on 
Red Hat OpenShift and deployed on LinuxONE inherit the enter-
prise qualities of LinuxONE, with high levels of security and fast 
performance through co-location with core data.

Understanding IBM Cloud Paks
IBM Cloud Pak Solutions are an integrated set of solutions infused 
ģÏđÌ� �ĄđÏĸÏ�á� ÏêđºááÏÆºêº� ɞ�9ɟ� ³ºĈÏÆêº³� ÄóĄ� đÌº� Ìĩ«ĄÏ³� áóė³ɐ�
�áóė³�i�Þ�óĵºĄÏêÆĈ��Ąº�«ėÏáđ�óê�mº³�6�đ�\ĀºêqÌÏÄđ��ê³��ê�Ąėê�
on public clouds, private clouds, and on-premises infrastructure. 
Cloud Pak Solutions are designed so they can sit on top of any 
Āė«áÏ�óĄ�ĀĄÏĢ�đº�áóė³ɐ�zÌº�«ºêºĸđ�óÄ� đÌÏĈ�ĈóÄđģ�Ąº��«ĈđĄ�đÏóê�
layer is that LinuxONE can become the high-end hybrid cloud 
Āá�đÄóĄèɐ�,óĄ�IÏêėĨ\S"Ɋ� ÄóėĄ��áóė³�i�Þ�óĵºĄÏêÆĈ��Ąº� ėĄĄºêđáĩ�
available:

 » Cloud Pak for Applications: An enterprise-ready container-
ized software solution that modernizes existing applications 
and develops new cloud-native applications

 » Cloud Pak for Integration: A pre-integrated API-based 
platform to support data integration, messaging and events, 
high-speed transfer, and integration security

 » Cloud Pak for Data: Designed to unify data services through 
an integrated data catalog, open source, and third-party 
microservices

 » Cloud Pak for Multicloud Management: A solution that 
provides consistent visibility, automation, and governance 
across a range of hybrid multicloud management capabili-
ties, such as infrastructure management and application 
management.

Additional Cloud Paks will be made available on LinuxONE, 
including Cloud Pak for Security and Cloud Pak for Automation.

Cloud-optimized software and services
Because Cloud Pak Solutions are based on Red Hat’s OpenShift 
container architecture, several optimized services are part of 
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đÌº�Āá�đÄóĄèɐ��áóė³�i�Þ�óĵºĄÏêÆĈ�ÆÏĢº�ĩóė���óèèóê��đ�áóÆ�óÄ�
services that increases developer productivity. The catalog helps 
manage microservices so they can scale both horizontally and 
vertically. The structure of the catalog makes it easier to gov-
ern, deploy, and maintain software and services to support rapid 
development, test, and deployment. Services that are managed in 
the catalog include Helm charts, Terraform templates, and Cloud 
Foundry buildpacks.

Red Hat OpenShift serves as the foundation for Cloud Pak Solu-
tions and incorporates a broad range of managed middleware, 
data, and analytics services, supporting both cloud-native and 
existing applications. New Kubernetes services included are 
Microservices Builder, IBM Watson Studio, security services, and 
IBM API Connect. Developers can leverage existing application 
development skills such as Java, Spring, and Open Liberty through 
the Red Hat Runtimes and IBM middleware. API connectivity and 
management services make it possible to integrate services across 
public, private, and existing enterprise environments.

ΖQIUDVWUXFWXUH�ȵH[LELOLW\
The IBM Cloud Pak Solutions environment can operate on any 
existing hardware environment that supports Red Hat OpenShift, 
including IBM LinuxONE, IBM Z, IBM Power Systems, IBM Stor-
age, IBM Hyperconverged Systems, and x86-based systems. It 
also supports a variety of clouds, including VMware, Amazon Web 
Services, Microsoft Azure, Google Cloud Platform, and IBM Cloud.

IBM Cloud Hyper Protect Services
IBM Cloud Hyper Protect Services is a portfolio of IBM Cloud ser-
ĢÏºĈ� ³ºĀáóĩº³� óê� IÏêėĨ\S"ɐɯ zÌº� ĀóĄđÄóáÏó� ĀĄóĢÏ³ºĈ� �³Ģ�êº³�
ĈºėĄÏđĩɊ� ³�đ�«�ĈºɊ� �ê³� ĢÏĄđė�á� ĈºĄĢºĄĈ� óĵºĄÏêÆĈ� đÌ�đ� ėĈº� đÌº�
enterprise-grade capabilities of LinuxONE but are available to 
everyone through the IBM Cloud catalog. These include

 » IBM Cloud Hyper Protect Crypto Services: This is a fully 
managed, dedicated key management and cloud Hardware 
Security Module (HSM) service. The HSM is the only one 
among several popular compared cloud providers based on 
)Ζ36�������OHYHO���HYDOXDWHG�WHFKQRORJ\�RHUHG�E\�D�SXEOLF�
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cloud provider. Through this, enterprises can fully manage 
their encryption keys in the cloud and have exclusive control 
of the HSMs that protect those keys, which enables a Keep 
Your Own Key (KYOK) functionality to help achieve more 
authority over your data.

Multiple IBM Cloud services integrate with Hyper Protect 
Crypto Services for key management. Additionally, the 
service can be used as a cloud HSM for application-driven 
data integrity and to protect data in transit (such as SSL 
RɞRDGLQJ��

 » Ζ%0�&ORXG�+\SHU�3URWHFW�'DWDEDVH�DV�D�6HUYLFH��'%DD6�� 
This is a cloud service designed to provide highly secure 
databases on demand, such as PostgreSQL and MongoDB 
(QWHUSULVH�(GLWLRQ��ΖWȇV�GHVLJQHG�WR�SURYLGH�GDWD�FRQȴGHQWLDO-
ity, security, performance, and reliability for moving highly 
VHQVLWLYH�FRQȴGHQWLDO�GDWD�DQG�ZRUNORDGV�WR�WKH�Ζ%0�&ORXG��
Clients can quickly provision, manage, and protect sensitive 
data workloads.

The service leverages LinuxONE encryption capabilities, 
allowing clients to retain their data in an encrypted client 
database without needing specialized skills. It uses IBM 
Secure Service Container to provide workload isolation, 
restricted administrator access, and tamper protection 
against internal threats. The Docker-based stack inherits 
security without any code changes. With IBM Cloud Hyper 
Protect DBaaS, clients can deploy integrated database 
clusters in the IBM Cloud, manage database instances using 
APIs, Command Line Interfaces (CLIs) or User Interfaces (UIs), 
administer database content, and monitor their database 
environments.

 » IBM Cloud Hyper Protect Virtual Servers: IBM Cloud Hyper 
3URWHFW�9LUWXDO�6HUYHUV�DUH�WKH�LQGXVWU\ȇV�ȴUVW�FXVWRPHU��
PDQDJHG�/LQX[21(�EDVHG�YLUWXDO�VHUYHUV�RHULQJ�LQ�WKH�
SXEOLF�FORXG��7KH�RHULQJ�JLYHV�FXVWRPHUV�FRPSOHWH�
DXWKRULW\�RYHU�WKHLU�ZRUNORDGV�DQG�FRQȴGHQWLDOLW\�RI�FRGH��
data, and business Internet protocol (IP) within a secure 
environment. Workloads are protected from both internal 
and external threats, and not even privileged users, such as 
cloud administrators, can access client data. Finally, a client 
can easily provision, manage, maintain, and monitor 
instances in the IBM Cloud using a standard UI.
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&KDSWHUb5

IN THIS CHAPTER

 » Understanding the fundamentals of 
digital assets and blockchain

 » Introducing digital assets

 » Enabling blockchain and digital assets 
with LinuxONE security

 » Looking at the deployment patterns 
behind blockchain and digital assets

IBM LinuxONE as the 
Digital Assets and 
Blockchain Platform

Business leaders are beginning to understand that block-
chain is much more than just the technology that underlies 
Bitcoin and other cryptocurrencies. The core architecture of 

blockchain allows a means of conducting secure transactions 
among many participants. The blockchain architecture ensures 
that the transactions are secure, auditable, and transparent to all 
stakeholders. Digital assets are blockchain-native assets that are 
secured using cryptography.

The IBM LinuxONE platform is engineered to provide a broad 
array of security capabilities, ranging from pervasive encryp-
tion to IBM Data Privacy Passports and IBM Hyper Protect  
Virtual Servers (for more details on LinuxONE security, check out 
��Ì�ĀđºĄɯȪɟɐ�IÏêėĨ\S"ɭĈ�³ºĀđÌ�óÄ�ĈºėĄÏđĩ�ÌºáĀĈ��ĀĀáÏ�đÏóêĈ�đÌ�đ�
�Ąº� ėĈÏêÆ� «áóÞÌ�Ïê� ĀºĄÄóĄè� Ä�ĈđºĄ� �ê³�èóĄº� ºĶÏºêđáĩ�ģÌÏáº�
delivering the highly rated common criteria levels of security 
through logical partitions rated at EAL 5 level.
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This chapter explains how digital assets housed in a private 
blockchain provide the required security to protect the privacy 
and security of corporate and customer information. The value of 
digital assets and blockchain are explained in the context of the 
hybrid cloud.

Understanding Digital Assets  
and Blockchain

A blockchain is a digital database containing information (such 
�Ĉ�ĄºóĄ³Ĉ�óÄ�ĸê�êÏ�á� đĄ�êĈ�đÏóêĈɟ�đÌ�đ��ê�«º�ĈÏèėáđ�êºóėĈáĩ�
used and shared within a large decentralized, publicly accessible 
network for public blockchains, or within a private network for 
enterprise blockchains. In public blockchains (for example, Bit-
óÏê�óĄ�"đÌºĄºėèɟ�Ā�ĄđÏÏĀ�đÏóê�ÏĈ�ėêĄºĈđĄÏđº³��ê³��êóêĩèóėĈɐ�
zÌºĄºÄóĄºɊ�êó³ºĈ�³óêɭđ�Ì�Ģº��� áºÆ�á� Ï³ºêđÏđĩɊ��Ąº�ÆºóÆĄ�ĀÌÏ�ááĩ�
dispersed, and tend to be large networks with low throughput. 
These properties are in contrast to enterprise blockchains where 
óêáĩ�Ĉºáºđº³�Ā�ĄđÏºĈ�ɞĈėÌ��Ĉ���óêĈóĄđÏėè�óÄ�«�êÞĈɟ��ê�Ā�ĄđÏÏ-
pate. These enterprise nodes are legal entities and tend to be slim 
networks designed to drive much higher throughput compared to 
public blockchains.

Before blockchains were developed, a central clearinghouse was 
responsible for verifying the identity of participants, managing 
ÏêĢºêđóĄĩ� óÄ� đÌº� ĀĄó³ėđ� ɞÄóĄ� ºĨ�èĀáºɊ� ėĄĄºêĩɟɊ� óê³ėđÏêÆ�
đĄ�êĈ�đÏóêĈ� ɞĀėĄÌ�ĈºĈɟɊ� �ê³� ĀĄóĢÏ³ÏêÆ� ĈºėĄÏđĩ� �ê³� đĄ�êĈĀ�Ą-
ency. Each party kept its own records of transactions, resulting 
in delays and expense to reconcile the discrepancies. A security 
breach of the central authority could be catastrophic, risking the 
ĸê�êÏ�á�ėê³ºĄĀÏêêÏêÆ�óÄ�đÌº�è�ĄÞºđĀá�º��ê³�ĀóĈĈÏ«áĩ�³ºĈđĄóĩ-
ing trust in the business.

The breakthrough for blockchain was to replace a central author-
ity with a distributed consensus model that transformed the cen-
tralized database into a “distributed, shared ledger” available to 
all members of the network.

To ensure the highest level of security, the system or platform 
must be separated from endpoint security for both users and 
devices.
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Introduction to Digital Assets
An asset is simply anything of value, meaning that somebody is 
willing to trade something else for the asset or wants to steal it. 
An asset can be physical, such as a box of chocolates. Most peo-
Āáº�đÌÏêÞ�óÄ��ĈĈºđĈ��Ĉ�³ėĄ�«áºɊ�đÌ�đ�đÌºĩ�³óêɭđ�ºĨĀÏĄºɊ�«ėđ��ĈĈºđĈ�
are often perishable at least to some degree. Because assets have 
value, their owners, custodians, and managers want to handle 
them with care and defend them against thieves. For example, 
đÌºĩ� ÞººĀ� Ìóóá�đºĈ� ĄºÄĄÏÆºĄ�đº³Ɋ� Ïêɯ áóÞº³� ģ�ĄºÌóėĈºĈɊ� �ê³� 
Ĉºáá�đÌºè�ɞđĄ�³º�đÌºè�ÄóĄ�qģÏĈĈ�ÄĄ�êĈɊ�ÄóĄ�ºĨ�èĀáºɟ�đó�Ìóóá�đº�
lovers before the chocolate starts growing mold.

Digital assets are non-physical assets ultimately represented as 
ĈºăėºêºĈ� óÄ� «Ïê�Ąĩ� ³ÏÆÏđĈ� ɞȩĈ� �ê³� ȨĈɟɐ� �º�ėĈº� ÏđɭĈ� đºÌêÏ�ááĩ�
ĀóĈĈÏ«áº�đó�ĀĄºĈºĄĢº�«Ïê�Ąĩ�³�đ��Ïê³ºĸêÏđºáĩ�ģÏđÌ�ºĨđĄºèº�ĸ³ºá-
ity, digital assets are nonperishable in a literal sense. However, 
digital assets can certainly depreciate in value even to zero. Binary 
³�đ��ÏĈ��áĈó�đºÌêÏ�ááĩ�º�Ĉĩ�đó�óĀĩɊ�ģÌÏÌ�ĄºĈėáđĈ�Ïê���ĈÏÆêÏĸ�êđ�
protection challenge when digital assets are private secrets. Some 
examples of digital assets include video game software code, dig-
ital photographs of celebrities, missile launch codes, as well as 
codes captured in hotel room key cards that allow time-limited 
access to hotel rooms, and cryptocurrencies such as Bitcoin.

LinuxONE Security Enables Blockchain 
and Digital Assets

Both LinuxONE and blockchain emphasize the importance of 
security to ensure that the business solutions built or running 
on their platforms are robust and secure from security threats. 
The threats to digital assets are broad. Threats range from simple 
carelessness on the part of administrators or operators to sophis-
ticated threats from external players. One of the biggest chal-
lenges to protecting digital assets is securing the private key. 
Additionally, threats occur when code is compiled to build an 
Ïè�Æº�đÌ�đɭĈ�ĈđóĄº³�Ïê�èºèóĄĩɐ���óèèóê�ºĄĄóĄ�ÏĈ�ÄóĄ�đÌÏĈ�ó³º�
to be left displayed, leaving this information open to intruders.
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LinuxONE provides a solution to this common problem by provid-
ing a secure memory enclave. Rather than leave code to be clear 
text, LinuxONE builds an image in a secure memory enclave. This 
secure container service creates a protected memory. Known as 
«ïçĵ±¸çČÍ�Þ� «ïåûĒČÍçÄȾ this approach to securing data stored in 
memory is critical for creating safe blockchain and digital assets.

�ÌÏáº�IÏêėĨ\S"ɭĈ�Ì�Ą³ģ�Ąº��ê³�ĈóÄđģ�Ąº�Ì�Ģº�ĈºėĄÏđĩ�«ºêºĸđĈ�
ÄóĄ� �áá� �ĀĀáÏ�đÏóêĈɊ� đÌºĄº� �Ąº� Äº�đėĄºĈ� đÌ�đ� Ā�ĄđÏėá�Ąáĩ� «ºêºĸđ�
«áóÞÌ�Ïêɐ� 9ê� đÌÏĈ� ĈºđÏóêɊ� ģº� ³ÏĈėĈĈ� đÌº� ĀĄÏè�Ąĩ� «ºêºĸđĈ� óÄ�
LinuxONE security in protecting your digital assets.

Built-in encryption
Encryption and decryption have a performance cost, and Linux-
ONE has dedicated on-chip co-processors for hardware encryp-
tion and decryption of data without the typical processing 
overhead associated with software encryption. The low overhead 
of LinuxONE hardware encryption enables pervasive encryption 
to be practical, automatically protecting all data.

Key management
LinuxONE has a security hardware module (the Hardware Security 
Qó³ėáºɊ�6qQɟ�đÌ�đ�ĈėĀĀóĄđĈ�đÌº�ĈđóĄ�Æº�óÄ�ĀĄÏĢ�đº�ÞºĩĈ�ĄºăėÏĄº³�
for cryptographic signing in a tamper-resistant module. This is 
another feature that improves performance and security. These 
HSMs hold the root wrapping key material that in turn encrypts 
đÌº�ėĈºĄɭĈ�ĀĄÏĢ�đº�ÞºĩĈɐ�zÌº�ĀĄÏĢ�đº�ÞºĩĈ��Ąº�êºĢºĄ�ĀĄºĈºêđº³�Ïê�
clear text within the system, and the root wrapping key material 
never leaves the HSM.

Workload isolation
�óĄÞáó�³Ĉ��Ąº��áĈó�ÏĈóá�đº³�óê�IÏêėĨ\S"Ɋ�ėĈÏêÆ�đÌº�ĸĄèģ�Ąº�ĢÏĄ-
đė�áÏį�đÏóê�óÄ�áóÆÏ�á�Ā�ĄđÏđÏóêĈ�ɞIi�mĈɟɐ�zÌºĈº�ºêĈėĄº�êº�Ą��ÏĄɢ
gap separation between workloads and have enabled LinuxONE 
đó�«º�óèèóê�ĄÏđºĄÏ��ºĄđÏĸº³��đ�"�Iȭ+, one of the highest com-
èºĄÏ�ááĩ��Ģ�Ïá�«áº�ºĄđÏĸ�đÏóêĈɐ
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IBM Secure Service Container 
technology
Building on logical partitions is the IBM Secure Service Container 
technology, which takes workload isolation to the next level by 
providing a secure computing environment for Linux applica-
đÏóêĈɐ�9�Q�6ĩĀºĄ�iĄóđºđ��ÏĄđė�á�qºĄĢºĄĈ�ɞóê�ĀĄºèÏĈºĈɟ��ê³�9�Q�
�áóė³�6ĩĀºĄ�iĄóđºđ��ÏĄđė�á�qºĄĢºĄĈ� ɞÏê� đÌº� 9�Q�áóė³ɟ�ėĈº� đÌÏĈ�
technology to protect data and applications from each other and 
from systems administrators. We discuss security in more detail 
Ïê��Ì�ĀđºĄɯȪ��ê³�9�Q��áóė³�6ĩĀºĄ�iĄóđºđ�qºĄĢÏºĈ�Ïê��Ì�ĀđºĄɯȬɐ

Performance
One of the requirements for blockchain is a sophisticated level 
óÄ�ĈºėĄÏđĩɐ�zÌºĄºÄóĄºɊ�ÏđɭĈ�ÏèĀºĄ�đÏĢº�đÌ�đ�đÌº�³ºĀáóĩèºêđ�Āá�đ-
form has the best possible performance so the system performs 
at the speed demanded by complex blockchains and digital asset 
management environments. These deployment models require a 
ĈÏÆêÏĸ�êđ��èóėêđ�óÄ�ºêĄĩĀđÏóê��Ĉ�ģºáá��Ĉ�ĈėĀĀóĄđ�ÄóĄ�Ì�ĈÌÏêÆ�
algorithms.

Blockchain workloads use a lot of encryption and hashing in 
blockchain. LinuxONE handles this level of performance through 
a number of capabilities, including an on-chip cryptographic 
accelerator. LinuxONE also provides a high-capacity scale-up 
ºêĢÏĄóêèºêđɊ�ģÏđÌ�á�ĄÆº�èºèóĄĩɊ���³º³Ï�đº³�9êĀėđɖ\ėđĀėđ�ɞ9ɖ\ɟ�
subsystem, and a large cache available.

Blockchain and Digital Asset  
Deployment Patterns

Clients are selecting the deployment pattern that best matches 
their business requirements for blockchain. Some customers are 
deploying their entire blockchain network on premises while 
other businesses are selecting a hybrid pattern. Still other com-
panies are operating the blockchain in a public cloud.



30      IBM LinuxONE For Dummies, 2nd Limited Edition

These materials are © 2021 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

Because of its distributed architecture, blockchain is well suited 
for the hybrid cloud model and can be deployed both in the public 
cloud and on premises. The decision on where to deploy block-
chain could, for example, depend on if a managed service is 
preferred for ease of use, or whether government, industry, or 
corporate regulations mean that data needs to be held locally.

,óĄ�«óđÌ��ĈºĈɊ�«áóÞÌ�ÏêɊ�ĄėêêÏêÆ�óê�IÏêėĨ\S"Ɋ�«ºêºĸđĈ�ÄĄóè�
the LinuxONE security capabilities, including pervasive encryp-
tion, workload isolation, and the additional protection of IBM 
Secure Service Container technology.

LinuxONE is an open platform for blockchain technologies. There-
fore, customers have a choice of deployment models. For exam-
ple, popular deployments include hyperledger fabric (managed by 
đÌº� IÏêėĨ� ,óėê³�đÏóêɟ� �ê³� đÌº� 9�Q��áóÞÌ�Ïê� iá�đÄóĄèɐ�QóĄº�
Ąººêđáĩ�IÏêėĨ\S"�êóģ�ĈėĀĀóĄđĈ�mȫɊ�Iđ³ɐɭĈ�³ÏĈđĄÏ«ėđº³�ĀºĄèÏĈ-
sioned blockchain ledger protocol called Corda Enterprise.

There are a number of patterns available for customers protect-
ing digital assets in a blockchain. Digital assets can be managed 
in a blockchain custody solution. Independent software vendors 
óĵºĄ���Ģ�ĄÏºđĩ�óÄ�ĈóáėđÏóêĈ�đÌ�đ�áºĢºĄ�Æº�IÏêėĨ\S"��ê³�9�Q�6ĩĀºĄ�
iĄóđºđ��ÏĄđė�á�qºĄĢºĄĈɐ�,óĄ�ºĨ�èĀáºɊ���ĸêđºÌ�Ĉđ�ĄđėĀ�Ąº�đº³���
Ĉè�Ąđ� óêđĄ�đ� �ê³�³ÏÆÏđ�á� �ĈĈºđ�óĵºĄÏêÆ� Ïê�óĄ³ºĄ� đó�ÌºáĀ�«ėĈÏ-
nesses store and transfer assets securely. Fintechs may leverage 
the LinuxONE platform to build and host their digital asset cus-
đó³ĩ�ĈóáėđÏóêĈɊ�ĄºóÆêÏįÏêÆ�đÌº�ĈºėĄÏđĩ�Ģ�áėº�ĀĄóĀóĈÏđÏóê�óĵºĄº³�
through Hyper Protect Virtual Servers and the Crypto Express 
HSM.
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 » Consolidating workloads onto LinuxONE

 » Examining higher utilization

 » Reducing cost with open source software

 » Saving money in additional areas

The Economics of IBM 
LinuxONE

You may assume the total cost of ownership (TCO) of the 
enterprise-grade IBM LinuxONE platform is much higher 
than commodity servers. However, customers are surprised 

at the economic advantage of the LinuxONE platform compared to 
a similarly complex set of applications running in an x86 envi-
ronment. The economics of LinuxONE become clear when you 
begin to compare the TCO of a LinuxONE machine versus other 
servers. x86-based infrastructures tend to have workloads dis-
tributed over many individual servers while LinuxONE-based 
infrastructures consolidate workloads onto fewer LinuxONE cores. 
The primary reason for software savings is due to per-core licens-
ing. LinuxONE requires fewer cores to run an equivalent x86 
workload; therefore, fewer licenses are required. Secondary and 
Ïê³ÏĄºđ�óĈđĈ��áĈó�Ì�Ģº���ĈÏÆêÏĸ�êđ�ÏèĀ�đ�óê�z�\ɐ

In this chapter, we explain how LinuxONE provides cost savings 
by consolidating workloads, supporting higher utilization, using 
open source software, and more. We also discuss two business 
cases where organizations replaced x86-based environments 
with LinuxONE servers.
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Consolidating Workloads
Workload consolidation gathers workloads from multiple servers 
and runs them on a single, larger server. LinuxONE servers can 
run many workloads simultaneously and consolidate workloads 
from x86 servers. The result is fewer LinuxONE servers than the 
number of x86 servers they replace.

Consolidation has many advantages. Removing the servers whose 
workloads are consolidated onto a larger server can reduce hard-
ware costs. Having fewer physical machines to run and maintain 
can reduce operations costs. Additional savings are gained by the 
reduction in data center infrastructure resources required, includ-
ing less networking (because of fewer servers to connect), freed-
ėĀ�ĹóóĄ� ĈĀ�ºɊ� Ąº³ėº³�ĀóģºĄ� ĄºăėÏĄºèºêđĈɊ� �ê³� Ąº³ºĀáóĩèºêđ�
óÄ� Ĉđ�ĵ� ÄĄóè��³èÏêÏĈđĄ�đÏóê� đó� ÏêêóĢ�đÏóêɐ� zÌº� á�ĄÆºĈđ� Ĉ�ĢÏêÆĈ�
typically comes from fewer software licenses due to dramatically 
fewer processor cores required to run the same work.

Supporting Higher Utilization
Because LinuxONE servers have higher processing, storage, and 
Input/Output (I/O) capacities than x86 servers, a LinuxONE server 
will generally support many more active applications than an x86 
server. However, that’s not the whole story. LinuxONE and x86 
è�ÌÏêºĈ�ĈėĀĀóĄđ�Äėê³�èºêđ�ááĩ�³ÏĵºĄºêđ�áºĢºáĈ�óÄ��i��ėđÏáÏį�đÏóêɐ

�ê³ºĄĈđ�ê³ÏêÆ�đÌº�ėđÏáÏį�đÏóê��Ā�ÏđÏºĈ�óÄ�ĈºĄĢºĄĈ�ÏĈ�ĄÏđÏ�á�ģÌºê�
óèĀ�ĄÏêÆ�Ì�Ą³ģ�Ąº� Āá�đÄóĄèĈɐ��đÏáÏį�đÏóê� ÏĈ� đÌº� ĀºĄºêđ�Æº� óÄ�
overall processor performance consumed by a computer when 
running workloads. After a processor reaches 100 percent of pro-
cessor utilization, no additional processing power is available. 
Remember that you must plan for application spikes. For exam-
ple, an application’s load might average just 20 percent of the 
server’s utilization, but during brief high-demand periods that  
20 percent could spike to nearly 100 percent.

When workloads exceed 100 percent of processor capacity, even 
if from temporary spikes, overall performance decreases as the 
machine struggles to manage the workloads it can’t service. x86 
servers rarely sustain high levels of utilization, further limiting 
available performance. Because exceeding the available processing 
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capacity is counterproductive, organizations usually over- 
provision compute resources and limit the number of workloads 
on machines to avoid bottlenecks.

LinuxONE cores run at high speed and high utilization and con-
tain other performance features that support demanding work-
loads. LinuxONE cores are also designed to provide sustained 
high utilization. Therefore, LinuxONE machines have the capac-
ity to handle spikes that near 100 percent utilization without 
over-provisioning. Further, LinuxONE machines are designed to 
reach higher average utilization levels, while x86 machines often 
reserve a large portion of their capacity simply to handle spikes.

THE COST BENEFIT OF MIGRATING 
TO LinuxONE
$�PLG�VL]HG�ȴQDQFLDO�VHUYLFHV�RUJDQL]DWLRQ�VWRRG�DW�D�FURVVURDGV��$V�LW�
JUHZ��LW�DGGHG�PRUH�DQG�PRUH�VHUYHUV�WR�LWV�GDWD�FHQWHU�WR�VXSSRUW�LWV�
GDWDEDVH�ZRUNORDG��7KH�FRPSDQ\�KDG�IRUW\�WZR�[���VHUYHUV�ZLWK�
������FRUHV��([SHQVHV�EHJDQ�WR�H[SRQHQWLDOO\�LQFUHDVH��)RU�H[DPSOH��
LWV�VRIWZDUH�OLFHQVLQJ�FRVWV�LQFUHDVHG�EHFDXVH�WKH�OLFHQVHV�ZHUH�EDVHG�
RQ�WKH�QXPEHU�RI�FRUHV��/LNHZLVH��QHWZRUNLQJ�FRVWV�EHWZHHQ�DOO�WKH�
PDFKLQHV�UDQ�KLJK��7KH�FRPSDQ\�NQHZ�LW�KDG�WR�ORRN�DW�DOWHUQDWLYHV��ΖW�
FRQVLGHUHG�WKH�FORXG�EXW�GHWHUPLQHG�WKH�FRVWV�WR�EH�VLPLODU�WR��LI�QRW�
PRUH�WKDQ��WKH�FXUUHQW�HQYLURQPHQW�

7KH�FRPSDQ\�OHDUQHG�PRUH�DERXW�WKH�/LQX[21(�SODWIRUP�DQG�GLVFRY-
HUHG�WKDW�LW�FRXOG�EHJLQ�FRQVROLGDWLQJ�GDWDEDVH�ZRUNORDGV��7R�UXQ�WKH�
GDWDEDVH�ZRUNORDG��WKH�FRPSDQ\�QHHGHG�WZR�Ζ%0�/LQX[21(�
(PSHURU�ΖΖ�SODWIRUPV�ZLWK�����FRUHVbȃ�FORVH�WR�������IHZHU�FRUHV�
WKDQ�ZDV�QHHGHG�ZLWK�WKHLU�IRUW\�WZR�[���VHUYHUV��$IWHU�LPSOHPHQWLQJ�
WKH�/LQX[21(�WKH�FRPSDQ\�UHDOL]HG�WKH�IROORZLQJ�VDYLQJV�

• Migration:����SHUFHQW�VDYLQJV

• Energy:����SHUFHQW�VDYLQJV

• Networking:����SHUFHQW�VDYLQJV

• 6WDɝQJ�����SHUFHQW�VDYLQJV

• Software:����SHUFHQW�VDYLQJV

(continued)
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Using Open Source Software
The accelerating growth of data from mobile devices, social 
media, and big data activities is exerting pressure on data stor-
age, communications bandwidth, and processor power resources. 
�ĈÏêÆ�óĀºê�ĈóėĄº�óĀºĄ�đÏêÆ�ĈĩĈđºè��ê³�đóóáĈ�óê�IÏêėĨ\S"��ê�
óĵºĄ�ºóêóèÏ��³Ģ�êđ�ÆºĈ�óĢºĄ�ĀĄóĀĄÏºđ�Ąĩ�óĵºĄÏêÆĈ��ê³���èóĄº�
manageable path to handle the continuing rapid growth of data 
that organizations handle. There is also a large ecosystem of open 
source partners and tools. LinuxONE customers can take advan-
tage of a wide variety of free open source tools or lower priced 
tools, many of which aren’t available on proprietary platforms.

LOOKING AT THE VALUE  
OF SUSTAINABILITY
8QGHUVWDQGLQJ�WKH�YDOXH�RI�D�VXVWDLQDELOLW\�LV�WLJKWO\�OLQNHG�WR�WKH�HFR-
QRPLFV�RI�WKH�/LQX[21(�SODWIRUP��7KH�VLQJOH��DQG�PXOWL�IUDPH�PRGHOV�
DUH�GHVLJQHG�ZLWK�7&2�LQ�PLQG��7KH�GHVLJQ�LV�LQWHQGHG�WR�ȴW�WKH�V\V-
WHPV�LQWR�WKH�FORXG�GDWD�FHQWHUV�WR�FRH[LVW�ZLWK�RWKHU�SODWIRUPV�LQ�WKH�
K\EULG�FORXG�HQYLURQPHQW�

2QH�RI�WKH�PRVW�LPSRUWDQW�FKDUDFWHULVWLFV�RI�VXVWDLQDELOLW\�UHTXLUHV�
OLPLWLQJ�WKH�DPRXQW�RI�JUHHQKRXVH�JDV�HPLVVLRQV�LQ�RUGHU�WR�DGGUHVV�
WKH�LPSDFW�RI�KXPDQ�DFWLYLW\�RQ�WKH�HQYLURQPHQW��0DQ\�QDWLRQV�KDYH�
ODZV�UHTXLULQJ�FRPSOLDQFH�ZLWK�HQYLURQPHQWDO�GLUHFWLYHV�WKDW�FDQ�
UHVXOW�LQ�ȴQDQFLDO�SHQDOWLHV��ΖQ�DGGLWLRQ��EXVLQHVVHV�YLHZ�PLQLPL]LQJ�
JUHHQKRXVH�JDV�HPLVVLRQ�DV�D�ZD\�WR�VDWLVI\�H[SHFWDWLRQV�RI�FXVWRP-
HUV��7KH�W\SLFDO�GDWD�FHQWHU�FDQ�FRQVXPH�DV�PXFK�DV����WLPHV�WKH�
HQHUJ\�SHU�ȵRRU�VSDFH�RI�D�FRPPHUFLDO�EXLOGLQJ��7KHUHIRUH��UHGXFLQJ�
HQHUJ\�FRQVXPSWLRQ�FDQ�KDYH�D�GUDPDWLF�LPSDFW�RQ�FRVWV�DQG�
VXVWDLQDELOLW\�

$OWKRXJK�WKH�FRPSDQ\�VSHQW�PRUH�RQ�KDUGZDUH�DQG�V\VWHP�VRIW-
ZDUH��VZLWFKLQJ�WR�/LQX[21(�UHVXOWHG�LQ�D�7&2�VDYLQJV�RI����SHUFHQW��
RU�����PLOOLRQ��RYHU�ȴYH�\HDUV��7KH�FRPSDQ\�UHDOL]HG�VDYLQJV�ZLWKLQ�
WKH�ȴUVW�\HDU��DQG�WKH�GLHUHQFH�LQ�DQQXDO�UXQ�UDWH�ZDV�DSSUR[LPDWHO\�
�����PLOOLRQ�

(continued)
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Looking at Additional Savings
The robustness, resiliency, and security of LinuxONE have poten-
tial to save customers money in other ways by reducing costs 
associated with downtime, repairs, and security breaches. Linux-
ONE customers can realize savings in these two areas as well:

 » Achieving high availability (HA):�(QWHUSULVH�DSSOLFDWLRQV�
UHTXLUH�KLJK�XSWLPH�DQG�XVH�+$�WR�DFKLHYH�LW��+$�LV�SURYLGHG�E\�
PDLQWDLQLQJ�UHGXQGDQW�KDUGZDUH�DQG�VRIWZDUH�HQYLURQPHQWV��
RIWHQ�ZLWK�FRQVWDQW�GDWD�PLUURULQJ��3URYLGLQJ�+$�FDQ�EH�D�FRVWO\�
DQG�GLɝFXOW�SURFHVV��+RZHYHU��IDXOW�WROHUDQFH�LV�EXLOW�LQWR�WKH�
/LQX[21(�VHUYHU��DQG�UHGXQGDQW�SDUWV�WDNH�RYHU�VHDPOHVVO\�
ZLWKRXW�VWD�LQWHUYHQWLRQ��0HDQ�WLPH�EHWZHHQ�IDLOXUHV��07%)��RI�
WKH�XQGHUO\LQJ�WHFKQRORJ\�LV�PHDVXUHG�LQ�GHFDGHV�

 » Planning for disaster recovery:�ΖQ�D�WUDGLWLRQDO�VFDOH�RXW�
HQYLURQPHQW�ZLWK�SRWHQWLDOO\�KXQGUHGV�RI�VHUYHUV��HDFK�VHUYHU�
PXVW�EH�UHSOLFDWHG�LQ�DQRWKHU�SK\VLFDO�UHJLRQ�ZLWK�FRQVWDQW�
GDWD�PLUURULQJ�IURP�WKH�DFWLYH�VHUYHUV�WR�DFKLHYH�D�UHOLDEOH�'5�
SODQ��'5�LV�HDVLHU�LQ�D�/LQX[21(�HQYLURQPHQW�EHFDXVH�RI�WKH�
JUHDWO\�UHGXFHG�QXPEHU�RI�VHUYHUV�DQG�DVVRFLDWHG�LQIUDVWUXF-
WXUH�WKDW�PXVW�EH�UHSOLFDWHG�WR�KDQGOH�IDLORYHUV��ΖQ�IDFW��ZLWK�
/LQX[21(�WKHUH�PD\�EH�RQO\�RQH�RU�WZR�SK\VLFDO�VHUYHUV�WKDW�
PXVW�EH�PDLQWDLQHG�DORQJ�ZLWK�DFFRPSDQ\LQJ�IDLORYHU�V\VWHPV�

)RU�H[DPSOH��D�JOREDO�LQVXUDQFH�FRPSDQ\ȇV�GDWD�FHQWHU�FRVWV�DQG�
GDWDEDVH�DQG�DSSOLFDWLRQ�VHUYHU�ZRUNORDGV�ZHUH�LQFUHDVLQJ��7KH�
LQVXUDQFH�FRPSDQ\�VHOHFWHG�D�/LQX[21(�V\VWHP�DQG�GHFUHDVHG� 
FRVWV�VLJQLȴFDQWO\��7KH�FRPSDQ\�PRYHG�IURP�ȴIW\�ȴYH�[���VHUYHUV�WR�
RQH�/LQX[21(�V\VWHP��7KLV�UHVXOWHG�LQ�DQ����SHUFHQW�UHGXFWLRQ�LQ�
UHTXLUHG�ȵRRU�VSDFH�DQG�D����SHUFHQW�UHGXFWLRQ�LQ�HQHUJ\�FRQVXPS-
WLRQ��$GPLQLVWUDWLRQ�HRUWV�ZHUH�DOVR�GUDPDWLFDOO\�UHGXFHG��2YHUDOO�
WKH�FRPSDQ\�VLJQLȴFDQWO\�UHGXFHG�LWV�FDUERQ�IRRWSULQW�

+RZ�FDQ�\RXU�EXVLQHVV�DFKLHYH�WKH�REMHFWLYHV�RI�UHGXFLQJ�HQHUJ\�FRQ-
VXPSWLRQ"�ΖW�FDQ�LQYHVW�LQ�DQ�HQHUJ\�HɝFLHQW�GDWD�FHQWHU�GHVLJQ�WKDW�
IRFXVHV�RQ�DGGUHVVLQJ�WKH�FDUERQ�IRRWSULQW�RI�WKH�KDUGZDUH��KHDWLQJ��
YHQWLODWLRQ��DQG�DLU�FRQGLWLRQLQJ�V\VWHPV�LQ�RUGHU�WR�UHGXFH�HOHFWULFLW\�
FRQVXPSWLRQ��7KLV�PD\�EH�DFFRPSOLVKHG�WKURXJK�EHWWHU�VKDULQJ�RI�
UHVRXUFHV��ORZHULQJ�RYHUDOO�SRZHU�FRQVXPSWLRQ��DQG�UHGXFLQJ�ȵRRU�
VSDFH�UHTXLUHPHQWV�
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LinuxONE DEPLOYMENT  
AT A BANK
$�EDQNLQJ�HQWHUSULVH�ZDV�H[SHULHQFLQJ����SHUFHQW�\HDU�WR�\HDU�
JURZWK�LQ�QHZ�DFFRXQWV�DQG�DOVR�IRU�WUDQVDFWLRQV�IURP�GLHUHQW�DSSOL-
FDWLRQV��FUHGLW�FDUGV��FRUH�EDQN�DFFRXQWV��DQG�SHULSKHUDO�DFFRXQWV��
7KH�FRPSDQ\�IDFHG�IUHTXHQW�VHUYHU�XSJUDGHV�DQG�DGGLWLRQV��ZKLFK�
OHG�WR�D�VSUDZOLQJ�LQIUDVWUXFWXUH��7KH�HDVLHVW�DSSURDFK�ZDV�WR�NHHS�
GRLQJ�ZKDW�LW�KDG�DOZD\V�EHHQ�GRLQJ��EXW�WKDW�FUHDWHG�D�FRPSOH[�HQYL-
URQPHQW�WKDW�UHTXLUHG�PRUH�SHRSOH�DQG�PRUH�SURFHVVHV��'5�ZDV�
DQRWKHU�JURZLQJ�FRQFHUQ��ΖI�D�PRYH�WR�'5�ZDV�QHHGHG��FRXOG�WKH�EXVL-
QHVV�GR�LW�FRQȴGHQWO\"�:RXOG�DOO�GDWD�EH�DFFHVVLEOH�DW�WKH�ULJKW�VSHHG�
DQG�ZLWKLQ�WKH�ULJKW�DPRXQW�RI�WLPH"

$IWHU�OHDUQLQJ�DERXW�WKH�/LQX[21(�SODWIRUP��WKH�FRPSDQ\�FRQWDFWHG�
Ζ%0�IRU�KHOS��7KH�&KLHI�ΖQIRUPDWLRQ�2ɝFHU��&Ζ2��H[SODLQHG�WKDW�WKH�
FRPSDQ\�QHHGHG�D�SODWIRUP�WKDW�FRXOG�VFDOH�WR�DYRLG�IUHTXHQW�
XSJUDGHV��.H\�REMHFWLYHV�DQG�LVVXHV�IRU�WKH�FOLHQW�ZHUH

• Achieving scalability:�7KH�FRPSDQ\�QHHGHG�DQ�HQYLURQPHQW�WKDW�
ZRXOG�VFDOH�XS�DV�GHPDQG�LQFUHDVHG�

• Increased security:�'DWD�SURWHFWLRQ�ZDV�RQH�RI�WKH�NH\�UHTXLUH-
PHQWV�IRU�HYHU\WKLQJ�WKH�FRPSDQ\�GLG�

• Reducing database costs:�:LWK�WKH�FRPSDQ\ȇV�H[LVWLQJ�VFDOH�RXW�
VWUDWHJ\��VRIWZDUH�OLFHQVHV�IRU�WKH�LQFUHDVLQJ�QXPEHUV�RI�FRUHV�
ZHUH�EHFRPLQJ�H[SHQVLYH�

7KH�FOLHQW�GHFLGHG�WR�XVH�D�SKDVHG�/LQX[21(�DSSURDFK��ΖW�VWDUWHG�VPDOO��
PRYLQJ�D�IHZ�ZRUNORDGV�DW�D�WLPH�DQG�LQFUHDVHG�FDSDFLW\�RYHU�WLPH�WR�
PLQLPL]H�FRVWV��8QOLNH�RWKHU�DUFKLWHFWXUHV��/LQX[21(�JURZWK�FDQ�KDS-
SHQ�ZLWKRXW�GLVUXSWLRQ�VR�PRYLQJ�WKH�ZRUNORDGV�ZDV�VLPSOH��7KH�SKDVH�
RQH�PLJUDWLRQ�RI����DSSOLFDWLRQV�ZDV�FRPSOHWH�LQ�OHVV�WKDQ����GD\V�

7KH�EXVLQHVV�ZDV�FRQYLQFHG�RI�WKH�WHFKQLFDO�PHULWV�RI�WKH�/LQX[21(�
VROXWLRQ��EXW�WKH�ȴQDQFLDO�EHQHȴWV�FRQYLQFHG�LWV�ERDUG��ΖQ�SKDVH�RQH��
WKH�FRPSDQ\�VDZ�UHGXFHG�7&2�RI����SHUFHQW��RU�����PLOOLRQ�RYHU�ȴYH�
\HDUV��7KH�ODUJHVW�VDYLQJV�FDPH�IURP�UHGXFHG�DSSOLFDWLRQ�DQG�GDWD-
EDVH�OLFHQVH�SULFLQJ�GXH�WR�D�FRUH�UHGXFWLRQ�RI�WHQ�WLPHV�IRU�WKH�ZRUN-
ORDGV��7KH�EXVLQHVV�FDVH�DOVR�VKRZHG�WKDW�IHZHU�VWD�PHPEHUV�ZHUH�
UHTXLUHG��IUHHLQJ�XS�UHVRXUFHV�WR�ZRUN�RQ�QHZ�SURMHFWV��ΖQ�WKH�GDWD�
FHQWHU��ȵRRU�VSDFH��QHWZRUNLQJ��DQG�FDEOLQJ�ZHUH�DOVR�DUHDV�IRU�VDY-
LQJV��DQG�WKRVH�VDYLQJV�ZHUH�UHDOL]HG�LQ�WKH�ȴUVW�\HDU�
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&KDSWHUb7

IN THIS CHAPTER

 » Introducing LinuxONE’s open source 
background

 » Delivering innovation and agility

 » Recognizing the breadth of software 
available with LinuxONE

 » Using LinuxONE for software 
development and DevOps

The IBM LinuxONE Open 
Ecosystem

Linux is a dominant operating system in the overall comput-
ing landscape for both on premises and cloud environments. 
The IBM LinuxONE open ecosystem includes the broader set 

of Linux software developed and used by the Linux community. 
�áđÌóėÆÌ� è�êĩ� ³ÏĵºĄºêđ� IÏêėĨ� ³ÏĈđĄÏ«ėđÏóêĈ� ºĨÏĈđɊ� đÌº� Ģ�Ĉđ�
majority of Linux software can run on any Linux distribution.

9ê�đÌÏĈ�Ì�ĀđºĄɊ�ĩóė�ÄóėĈ�óê�đÌº�IÏêėĨ\S"�ºóĈĩĈđºè�ÄóĄ�Ā�Ąđ-
ners and customers. You explore how open models foster inno-
vative software and how software stability is maintained in the 
context of constant innovation. You also see how these traits have 
�đđĄ�đº³�ÏêêóĢ�đÏĢº�³ºĢºáóĀºĄĈ�ģÌó��Ąº�Ąº�đÏêÆ�êºģ�óĵºĄÏêÆĈ�óê�
top of the LinuxONE platform.

Open Source
Linux is an established platform for business. Many software 
developers build applications and tools on top of Linux because 
the operating system is open source and ubiquitous. By using the 
óĀºê� ĈóėĄº�èó³ºáɊ� ³ºĢºáóĀºĄĈ� ÄĄóè�è�êĩ�³ÏĵºĄºêđ� óèĀ�êÏºĈ�



38      IBM LinuxONE For Dummies, 2nd Limited Edition

These materials are © 2021 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

around the world have formed a community to continue the evo-
áėđÏóê� �ê³� ÏêêóĢ�đÏóê� óÄ� IÏêėĨɐ� ,óĄ� ºĨ�èĀáºɊ� .óóÆáºɭĈ� �ê³ĄóÏ³�
óĀºĄ�đÏêÆ�ĈĩĈđºèɊ�ėĈº³�Ïê�è�êĩ�Ĉè�ĄđĀÌóêºĈɊ�ÏĈ�«�Ĉº³�óê���èó³-
Ïĸº³�ĢºĄĈÏóê�óÄ�IÏêėĨɐ

Communities work at their own schedules to build open source 
code. These experts work in collaboration to innovate whenever 
they can to produce new features and capabilities. Keeping up 
with the rapid pace of open source software development needs to 
be balanced with the enterprise need for reliable and stable soft-
ware that is fully tested and secured.

zÌÏĈ� êºº³� ÄóĄ� ĀĄó³ėđÏóêɢĄº�³ĩɊ� óĀºê� ĈóėĄº� ĈóÄđģ�Ąº� ÏĈ� ģÌĩ�
many businesses choose open source software with enterprise 
ĈėĀĀóĄđɐ� ,óĄ� ºĨ�èĀáºɊ� đÌĄºº� ºêđºĄĀĄÏĈº� IÏêėĨ� ³ÏĈđĄÏ«ėđÏóêĈ� đÌ�đ�
Ì�Ģº�«ººê�ºĄđÏĸº³��ê³�đºĈđº³�đó�Ąėê�óê�đÌº�IÏêėĨ\S"�Āá�đÄóĄè�
�Ąº� mº³� 6�đ� "êđºĄĀĄÏĈº� IÏêėĨ� ɞm6"IɟɊ� q�q"� IÏêėĨ� "êđºĄĀĄÏĈº�
qºĄĢºĄ� ɞqI"qɟɊ� �ê³� ��êóêÏ�áɭĈ� �«ėêđė� Izqɐɯ 9ê� �³³ÏđÏóêɊ� óè-
èėêÏđĩ�ĢºĄĈÏóêĈ�óÄ�IÏêėĨ��Ąº��Ģ�Ïá�«áº� ÄóĄ�IÏêėĨ\S"Ɋ� Ïêáė³ÏêÆ�
�ºêđ\qɊ��º«Ï�êɊ�,º³óĄ�Ɋ��ê³�\Āºêq�q"ɐɯ�ĩ�ĈėĀĀóĄđÏêÆ���Ģ�ĄÏºđĩ�óÄ�
IÏêėĨ�³ÏĈđĄÏ«ėđÏóêĈɊ�đÌº�IÏêėĨ\S"�Āá�đÄóĄè�ÆÏĢºĈ�ėĈđóèºĄĈ��ê³�
developers choice.

The Breadth and Depth of Linux
IÏêėĨ�óĵºĄĈ�đÌº�Ĉ�èº�óĀºĄ�đÏêÆ�ĈĩĈđºè�Äº�đėĄºĈ�óêº�ģóėá³�ºĨĀºđ�
ÄĄóè� óđÌºĄ� Āá�đÄóĄèĈɊ� Ïêáė³ÏêÆ� ºĢºĄĩđÌÏêÆ� ÄĄóè� ĀĄó³ėđÏĢÏđĩ�
tools to web and mail servers. Firewalls and other security fea-
tures are all standard. Because so many organizations are running 
IÏêėĨɊ� đÌº� Ģ�Ĉđ�è�ÛóĄÏđĩ� óÄ� ĈóÄđģ�Ąº� Ģºê³óĄĈ� ĈºááÏêÆ� ĈÏÆêÏĸ�êđ�
business applications release versions that run on Linux.

,ėĄđÌºĄɊ�è�êĩ� óĀºê� ĈóėĄº� �ĀĀáÏ�đÏóêĈ� �ê³� đóóáĈ� �Ąº� «ėÏáđ� óêɊ�
�ê³�ÄóĄɊ�IÏêėĨɐ�zÌºĈº�đóóáĈ�Ïêáė³º�ÌĩĀºĄĢÏĈóĄĈɊ�á�êÆė�ÆºĈɊ�Ąėê-
đÏèºĈɊ�è�ê�ÆºèºêđɊ��ê³��ê�áĩđÏĈ�Āá�đÄóĄèɐ�zÌº�IÏêėĨ�³ÏĈđĄÏ«ė-
đÏóêĈ�đÌ�đ��Ąº�ºĄđÏĸº³�ÄóĄ�IÏêėĨ\S"�Ïêáė³º�ÆĄ�ĀÌÏ�á�đóóáĈ�đÌ�đ�
make it easy for administrators to add various development tools 
and software.
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Open source software is free (although there may be a charge for 
ĈėĀĀóĄđ��ê³�ĈºĄĢÏºɟɊ�Ĉó�ĩóė��ê�đĄĩ���Ģ�ĄÏºđĩ�óÄ�đóóáĈ�đó�Ĉºº�ģÌÏÌ�
ģóĄÞĈ�«ºĈđ�ÄóĄ�ĩóėĄ�«ėĈÏêºĈĈɐ�9ê��³³ÏđÏóêɊ�áÏÞº�IÏêėĨɊ�è�êĩ�óÄ�đÌº�
óĀºê�ĈóėĄº�đóóáĈ�Ì�Ģº�ºêđºĄĀĄÏĈº�ĢºĄĈÏóêĈɐ�IÏêėĨ\S"�óĵºĄĈ�ĈėĀ-
ĀóĄđ�ÄóĄ���Ģ�ĄÏºđĩ�óÄ�đÌº�Þºĩ�IÏêėĨ�³ÏĈđĄÏ«ėđÏóêĈɊ�Ïêáė³ÏêÆ�mº³�6�đ�
IÏêėĨɊ�\Āºê�q�q"Ɋ��ê³��«ėêđėɐ

LinuxONE as a Development  
and Deployment Platform

LinuxONE supports a broad ecosystem of third-party tools and 
á�êÆė�ÆºĈɐ�IÏêėĨ�Ì�Ĉ��áģ�ĩĈ�óĵºĄº³�è�êĩ�đóóáĈ� ÄóĄ�³ºĢºáóĀºĄĈɊ�
and the quantity and quality of these tools have grown over the 
years.

zó³�ĩɊ���³ºĢºáóĀºĄ��ê�ÏêĈđ�áá�IÏêėĨ�ģÏđÌ�ÏđĈ�³ºĢºáóĀèºêđ�óĀđÏóêĈ�
�ê³� Ì�Ģº� ºĢºĄĩđÌÏêÆ� êºº³º³� đó� ó³ºɊ� đºĈđɊ� �ê³� Ā�Þ�Æº� ĈóÄđ-
ģ�Ąºɐ�IÏêėĨ��áĈó�Ïêáė³ºĈ�óđÌºĄ�đóóáĈ�êºº³º³�đó�³ºĈÏÆêɊ�³ºĢºáóĀɊ�
and deploy software. Organizations that are creating a develop-
èºêđɊ� ĈºėĄÏđĩɊ� �ê³� óĀºĄ�đÏóêĈ� ɞ�ºĢqº\ĀĈɟ� ĀĄóºĈĈ�ģÏáá� ĸê³� ��
wide variety of tools designed to support their practice. LinuxONE 
also supports a broad set of enterprise programming languages 
ĈėÌ��Ĉ�iĩđÌóêɊ�mė«ĩɊ����ê³��++Ɋ�.óɊ�qģÏÄđɊ�E�Ģ�Ɋ��ê³�IÏĈĀɐ�qĄÏĀđ-
ÏêÆ��ê³�óđÌºĄ�ÏêđºĄĀĄºđº³�á�êÆė�ÆºĈ��Ąº��áĈó��Ģ�Ïá�«áºɊ�Ïêáė³ÏêÆ�
ĈÌºááĈɊ�i6iɊ�ĀºĄáɊ��ģÞɊ��ê³�óđÌºĄĈɐ

Beyond programming languages and integrated development 
ºêĢÏĄóêèºêđĈ�ɞ9�"ĈɟɊ�IÏêėĨ\S"�ĈėĀĀóĄđĈ�óĀºêɢĈóėĄº�Ąºá�đÏóê�á�
³�đ�«�ĈºĈ�ɞióĈđÆĄºqlIɊ�QĩqlIɊ��ê³�Q�ĄÏ���ɟ��ê³�SóqlI�³�đ�-
«�ĈºĈ� ɞQóêÆó��Ɋ���ĈĈ�ê³Ą�Ɋ�mº³ÏĈɊ��Ā�Ìº�6�³óóĀɟɐ���đ�«�ĈºĈ�
such as these are able to take advantage of the scalability and per-
formance of LinuxONE and avoid the need for sharding (we dis-
ėĈĈ�đÌÏĈ�Ïê��Ì�ĀđºĄɯȫɟɐ

�º�ėĈº�óÄ�IÏêėĨ\S"ɭĈ�ºêđºĄĀĄÏĈº��ĄÌÏđºđėĄºɊ�Ĉóèº��ĀĀáÏ�đÏóêĈ�
è�ĩ� êºº³� đó� «º� ĄºóèĀÏáº³� ÄóĄ� IÏêėĨ\S"ɐɯ \đÌºĄ� �ĀĀáÏ�đÏóêĈɊ�
ĈėÌ��Ĉ�đÌóĈº�ģĄÏđđºê�ėĈÏêÆ�ÏêđºĄĀĄºđÏĢº�á�êÆė�ÆºĈ�ɞÄóĄ�ºĨ�èĀáºɊ�
E�Ģ��óĄ�iĩđÌóêɟɊ�ĈÌóėá³�«º��«áº�đó�Ąėê�óê�IÏêėĨ\S"�ģÏđÌóėđ�êºº³-
ÏêÆ�đó�«º�ĀóĄđº³ɐ�QóĈđ�ĄººêđáĩɊ�IÏêėĨ�óêđ�ÏêºĄĈ��ê³�Gė«ºĄêºđºĈ�
Ì�Ģº�«ºóèº�ĀóĀėá�Ą�ģÏđÌ�«óđÌ�³ºĢºáóĀºĄĈ��ê³�9z�óĀºĄ�đóĄĈɊ��ê³�
đÌºĈº��Ąº��áĈó�ĈėĀĀóĄđº³�óê�IÏêėĨ\S"ɯɠ�Ïêáė³ÏêÆ�đÌĄóėÆÌ�mº³�
6�đ�\ĀºêqÌÏÄđɐ
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,óėĈÏêÆ�óê�³ºĢºáóĀèºêđ�ĀĄóºĈĈºĈɊ�IÏêėĨ��áĈó� Ïêáė³ºĈ�ĈóėĄº�
control systems and bug tracking/issue management software. 
,Ïê�ááĩɊ�è�êĩ�óèèºĄÏ�á�ĈóÄđģ�Ąº�ĀĄó³ėđĈ��Ąº��áĈó��Ģ�Ïá�«áº�ÄóĄ�
IÏêėĨ\S"Ɋ� Ïêáė³ÏêÆ�\Ą�áº�³�đ�«�ĈºɊ�zºèºêóĈ�zȪȬ�óĄº�«�êÞ-
ÏêÆɊ� 9�Q�,Ïê�êÏ�á�zĄ�êĈ�đÏóê�Q�ê�ÆºĄɊ� 9�Q�èÏ³³áºģ�Ąº� ĈėÌ�
�Ĉ��«Ȫ��ê³��º«qĀÌºĄºɊ��ê³�EÏĄ�Ɋ�óêº�óÄ�đÌº�đóĀ�đóóáĈ�ėĈº³�ÄóĄ��ÆÏáº�
product management.

LinuxONE as a DevSecOps Platform
Q�êĩ� óĄÆ�êÏį�đÏóêĈ� �Ąº�èóĢÏêÆ� đó� ėĈÏêÆ� �� ³ºĢºáóĀèºêđɊ� Ĉºė-
ĄÏđĩɊ��ê³�óĀºĄ�đÏóêĈ�ɞ�ºĢqº\ĀĈɟ��ĀĀĄó�Ìɐ�m�đÌºĄ�đÌ�ê�ÞººĀÏêÆ�
³ºĢºáóĀèºêđɊ�óĀºĄ�đÏóêĈɊ��ê³�ĈºėĄÏđĩ�ĈºĀ�Ą�đºɊ��ºĢqº\ĀĈ�óè-
bines them into a single practice. Many companies have already 
³ºĢºáóĀº³� �ºĢ\ĀĈ� ĀĄ�đÏºĈɊ� �ê³� �ºĢqº\ĀĈ� ÏĈ� đÌº� êºĨđ� ĈđºĀɐ�
�ºĢqº\ĀĈ�«ºÆÏêĈ�ģÏđÌ��� Ì�êÆº� Ïê� ėáđėĄº� Äóėê³º³� Ïê�óêÆóÏêÆ�
learning (to raise security awareness with developers who may 
�áĄº�³ĩ�«º�ºêđĄºêÌº³� Ïê��ºĢ\ĀĈ�ĀĄóºĈĈºĈɟ� �ê³� đÌº�ºèĀóģºĄ-
ment of security experts to determine the best ways to embed 
security into applications.

zÌº�«ºêºĸđ�óÄ��ºĢqº\ĀĈ� ÏĈ� đÌ�đ�ĩóė�Ì�Ģº�ÌÏÆÌºĄɢăė�áÏđĩɊ� Äėááĩ�
đºĈđº³� ó³º� đÌ�đɭĈ�èóĄº� ĈºėĄº� �ê³� Ąºáº�Ĉº³�èóĄº� ăėÏÞáĩ� đÌ�ê�
traditional development methods. LinuxONE is a good platform 
ÄóĄ��ºĢqº\ĀĈ�«º�ėĈº�đÌº�Āá�đÄóĄè�ÏĈ�³ºĈÏÆêº³�đó�«º�ĈºėĄºɊ��ê³�
development and production systems can safely be run on the 
same server through workload isolation and container support.

�áđÌóėÆÌ� �ºĢqº\ĀĈ� ÏĈ� á�ĄÆºáĩ� �«óėđ� Ì�êÆÏêÆ� ĩóėĄ� óĄĀóĄ�đº�
ėáđėĄº��ê³�ĀĄóºĈĈºĈɊ���ĈėºĈĈÄėá�ÏèĀáºèºêđ�đÏóê�³óºĈ�ĄºăėÏĄº�
technology and tools. Because many independent organizations 
�Ąº� Ąº�đÏêÆ� đóóáĈ� ÄóĄ� IÏêėĨɊ� ĩóė� �Ąº� �«áº� đó� đ�Þº� �³Ģ�êđ�Æº� óÄ�
«ºĈđɢóÄɢ«Ąºº³� đóóáĈ� �ê³� ĈóÄđģ�Ąºɐ� �ºĢqº\ĀĈ� ³ºĀºê³Ĉ� óê� đÌº�
ability to quickly and conveniently create new virtual servers for 
đºĈđ��ê³�Ĉđ�ÆÏêÆ��Ąº�ĈɊ�³ºĀáóĩ�đºĈđ�ÏêĈđ�êºĈ�ģÏđÌ�ĈºėĄº�óêđ�Ïê-
ºĄĈɊ��ê³�Ĉ�áº�ėĀ�ĀĄó³ėđÏóê�ÏêĈđ�êºĈ�đó�Ì�ê³áº�Ì�êÆÏêÆ�áó�³Ĉɐ�
zÌºĈº�đ�ĈÞĈ��Ąº�ĄóėđÏêº�ÄóĄ�IÏêėĨ\S"Ɋ�è�ÞÏêÆ�Ïđ��ê�Ï³º�á�Āá�đÄóĄè�
�Ĉ�Ā�Ąđ�óÄ����ºĢqº\ĀĈ�ĀĄ�đÏºɐ
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LinuxONE for Solution Providers  
and Cloud Service Providers

LinuxONE is gaining a growing foothold as a platform for  
ĈóáėđÏóê�ĀĄóĢÏ³ºĄĈ� ɞqiĈɟ��ê³�áóė³�ÌóĈđĈ�ģÌó�³ºáÏĢºĄ� áóė³��ê³�
application services and provide data center management for cli-
ºêđĈɐ�qiĈ��ê�áºĢºĄ�Æº�đÌÏĈ�ÌÏÆÌáĩ�óĀđÏèÏįº³�óĀºê�IÏêėĨ�Āá�đÄóĄè�
to quickly build and deploy environments clients need to run their 
«ėĈÏêºĈĈºĈɐ��ĩ�ėĈÏêÆ�Ä�èÏáÏ�Ą��ĀĀáÏ�đÏóêĈɊ�đÌº�9z�ĈĀºÏ�áÏĈđĈ��ê�
design systems in secure containers assigned for one or mul-
đÏĀáº� Ïê³ÏĢÏ³ė�á� áÏºêđĈɊ� ĀĄóĢÏ³ÏêÆ�ĀĄÏĢ�ĩ� �ê³� ĈºėĄÏđĩ� đÌ�đ� áÏ-
ºêđĈ�³ºè�ê³Ɋ�ģÌÏáº�ĈÏèĀáÏÄĩÏêÆ�áÏÄº�ÄóĄ�³ºĢºáóĀºĄĈ��ê³�Ĉ�đÏĈÄĩÏêÆ�
óêÆóÏêÆ�ĈºĄĢÏº�áºĢºá��ÆĄººèºêđĈ�ɞqI�Ĉɟ�ÄĄóè���ĈÏêÆáº�IÏêėĨ\S"�
ĈĩĈđºèɐ� 9ê� đėĄêɊ� đÌº� ĈĩĈđºè� ĀĄóĢÏ³ºĈ� �� Āá�đÄóĄè� đÌ�đ� ĈėĀĀóĄđĈ�
áóė³ɢ«�Ĉº³�ėĈ�Æº�ĄºĀóĄđÏêÆ�Ĉó�qiĈ��ê� áºĢºĄ�Æº�èóêđÌáĩ�ĀĄÏ-
ÏêÆ�èó³ºáĈ��ê³�º�ĈÏáĩ�ÏêĄº�Ĉº�ėĈđóèºĄĈɭ�9z�ĄºĈóėĄºĈ��Ĉ�êºº³º³�
through planned business growth or routine computing spikes.

qiĈ� �áĈó� áóóÞ� đó� IÏêėĨ\S"� �Ĉ� �� ĀĄºÄºĄĄº³� Āá�đÄóĄè� ÄóĄ� 
óêĈóáÏ³�đÏóêɯɠ� ÄóĄ� IÏêėĨ� �ĀĀáÏ�đÏóê� ºêĢÏĄóêèºêđĈɊ�è�ê�Æº³�
ÆĄóģđÌɊ��ê³�óĀđÏèÏįº³�ėđÏáÏį�đÏóê�ÄóĄ�ĨȰȮ�³ÏĈđĄÏ«ėđº³�ĈºĄĢºĄ�Ä�ĄèĈ�
and to manage large open databases like Oracle with intelligence 
and improved total cost of ownership (TCO) in mind. The inher-
ºêđ�«ºêºĸđĈ�óÄ�đÌº�Āá�đÄóĄè��ê³�«ėÏáđɢÏê�ĈºėĄÏđĩ��ááóģ�đÌº�qiĈ�đó�
Ĉđ�Ąđ�đÌºÏĄ�ģóĄÞ�óê���ĀĄóĢºêɊ�đĄėĈđº³�áóė³ɢĄº�³ĩ�ÏêÄĄ�ĈđĄėđėĄºɊ�
which increases speed to market and quality of IT overall.
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IN THIS CHAPTER

 » Meeting your organization’s computing 
requirements

 » Securing all your data and applications

 » Supporting the LinuxONE platform

Ten Reasons to Consider 
IBM LinuxONE

Selecting a platform that protects your business and cus-
đóèºĄ� ³�đ�� �ê³� ĈėĀĀóĄđĈ� ÏêêóĢ�đÏóê� �ê� «º� ³ÏĶėáđɐ� �óė�
êºº³�đó�óêĈÏ³ºĄ�è�êĩ�ÏĈĈėºĈ�ģÌºê�è�ÞÏêÆ���³ºÏĈÏóêɐ�zÌº�

IBM LinuxONE platform may be a good choice for the following 
reasons:

 » Hybrid cloud: The availability of Red Hat OpenShift and IBM 
Cloud Pak Solutions on IBM LinuxONE brings together the 
world of cloud-native applications and services with that of 
HQWHUSULVH�GDWD�FHQWHU�Ζ7�b5HG�+DW�2SHQ6KLIW�DSSOLFDWLRQV�FDQ�
be developed once and deployed anywhere, including on 
LinuxONE where they inherit the system’s underlying 
security, scalability, and resilience.

 » Security: Having security at the application layer or infra-
VWUXFWXUH�OHYHO�LV�QR�ORQJHU�HQRXJKbȃ�\RX�QHHG�SURWHFWLRQ�DW�
every level of your environment. Security needs to range 
from securing your cloud assets to data at rest and data in 
transit to your container platforms.
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 » Scalability: Meeting increasing customer demands and 
creating new services mean that the size and complexity of 
your workloads is likely expanding. LinuxONE’s scale-up 
approach allows you to meet expanding needs without 
adding additional hardware and complexity.

 » Capacity: You can’t always anticipate how much computing 
power you need. Adopting a system that can support 
compute-heavy workloads is an important step in protecting 
your infrastructure investments.

 » Manageability: The centralized approach of LinuxONE can 
be much easier to manage than complex distributed 
systems.

You can experience performance problems if you have too 
many systems trying to communicate across the network. 
Management can be impacted if critical operations aren’t 
HHFWLYHO\�FRRUGLQDWHG�

 » Costs: Your existing IT infrastructure servers are likely 
XQGHUXWLOL]HG��DQG�\RXU�VWD�FRVWV�DUH�KLJK��ΖI�\RX�FDQ�UHGXFH�
costs, budget can be allocated toward innovation.

The LinuxONE platform dramatically supports sustainability 
and cost reduction by reducing power usage.

 » Blockchain distributed ledger and digital asset applica-
tions: In order to protect your intellectual property and 
customer data, you need a highly secure approach that 
supports a transparent, trusted chain of custody.

 » Innovation: To compete in fast-moving markets, you need 
to innovate and leverage new technologies, including 
FRQWDLQHUV��DQDO\WLFV��DQG�DUWLȴFLDO�LQWHOOLJHQFH��$Ζ���*HW�D�
platform that combines the latest innovation in software 
with secure and scalable systems of record.

 » Linux and open source: Open source and the Linux 
RSHUDWLQJ�V\VWHP�GULYH�LQQRYDWLRQ�DQG�HɝFLHQF\�IRU�\RXU�
organization. The LinuxONE platform supports the three 
most common Linux distributions.

 » 'LHUHQWLDWLQJ�\RXU�FORXG�VHUYLFHV� As a service provider, 
you need a platform that’s scalable and secure enough to 
GLHUHQWLDWH�\RXU�VHUYLFHV�IURP�WKRVH�RI�FRPSHWLWRUV�� 
You want your teams to focus on innovation and customer 
needs, not the underlying platforms.
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